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The present study aimed to determine a group of tertiary level Internet users’
knowledge of how to react to cyberhate in relation to certain independent variables
such as gender, country, socio-economic status, educational background and
frequency of social media use. A correlation survey method was adopted throughout
the study to examine the awareness levels of Internet users regarding how to react to
cyberhate. The participants of the study were determined by purposive sampling
methods and the data were collected from 427 Internet users affiliated to two
universities in Turkey and the United States. The most obvious finding emerged from
the study was that a vast majority of the participants are not aware of cyberhate and
are not equipped with the knowledge and skills to effectively fight against to racism or
protect themselves from racist, discriminative, abusive, or harassing behavior online.
The results also revealed that cyberhate awareness of Internet users varies according
to the gender, socio-cultural environment and educational background.
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Bu calisma, bir grup yiiksekdgretim dlzeyindeki internet kullanicisinin cinsiyet, Ulke,
sosyo-ekonomik durum, egitim durumu ve sosyal medya kullanim sikhgi gibi belirli
bagimsiz degiskenlerle iliskili olarak sanal nefrete nasil tepki verdikleri konusundaki
bilgilerini  belirlemeyi amacglamaktadir.  Yiksekdgretim  diizeyindeki internet
kullanicilarinin - sanal nefrete gosterdikleri tepkilere iliskin farkindalk duzeyini
incelemek icin iliskisel tarama yontemi kullanilmistir. Aragtirmanin katihmcilari amagl
ornekleme yontemleriyle belirlenmis ve veriler Turkiye ve Amerika Birlesik
Devletleri'ndeki iki {niversitede &grenim gdren 427 internet kullanicisindan
toplanmistir. Calismadan elde edilen en belirgin bulgu, katilimcilarin blyik bir
¢ogunlugunun sanal nefretten haberdar olmadiklari ve ¢evrimici ortamda irkgi, ayrimci,
istismar edici ya da taciz edici davraniglarla etkin bir sekilde miicadele etme ya da
kendilerini bunlardan korumaya yo6nelik bilgi ve becerilere sahip olmadiklari
yoéniindedir. Ayrica bulgular, internet kullanicilarinin sanal nefret farkindaliklarinin
cinsiyet, sosyokiltiirel ¢evre ve egitim durumuna gore farklilik gosterdigini ortaya
koymustur.
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Introduction

The Internet has revolutionized the way people communicate, providing more than three billion
internet users with two billion social media accounts and access to over one billion websites worldwide.
The exponential growth in Internet use has helped to eliminate geographic and cultural barriers to
access information and enhance communication, but in so doing, has also opened the door to greater
interpersonal conflicts. While the positive influences of the Internet on society can generally be
explained by its transformative effects in providing access to massive amounts of data, providing a
variety of free communication channels, and creating material to share with large audiences, it also
raises important ethical issues. As the Internet becomes an important tool in our lives, it also serves a
new mechanism for spreading hate speech. Hate speech targets people based on their race, ethnicity,
national origin, religion, gender, sexual orientation, disability status, or disease diagnosis, among other
aspects of individuals® identities. Abusing the anonymity of the Internet and the ease of creating false
identities has provided hate groups with the chance to uncontrollably spread hate speech in cyber
environments. Web sites that contain bias or prejudice based on race, religion, ethnicity, gender,
politics, and sexual orientation have taken full advantage of the low-cost opportunity to instantly
disseminate their messages to huge numbers of people (Kessler, 1999). The new forms of user-
generated and interactive Internet environments have also triggered the emergence of hate speech and
behavior online.

Theoretical Background

Cyberhate, the online form of hate speech, has blossomed alongside the growth of the Internet. Jane
and Vincent (2018) states: “cyberhate is inextricably linked to a range of internet technologies, which
disproportionately affects women, girls, LGBTIQ+ people, and a range of racial, cultural, and linguistic
minorities” (p. 22). According to human rights organizations such as the Anti-Defamation League (ADL),
cyberhate can be viewed as any use of new media to spread anti-Semitic, racist, bigoted, extremist, or
terrorist messages or information. Hate content can be exposed in various electronic communication
technologies, including websites, social networking sites, blogs, instant messages, e-mail, text messages,
mobile applications, and video games. Since the adolescents and teens are among the heaviest Internet
users with no supervision, and often lack the digital literacy skills to deal with the content they are
exposed to, many hate groups have devoted themselves to targeting youth (Media Awareness Network,
2012). Tynes (2008) underline that hate groups employ various strategies to reach out to young people
online. To exemplify even the language, they use in their purposefully created extremist web
environments aims to be easily understood by teenagers or adolescents (Gerstenfeld, Grant and Chiang,
2003). Another strategy is to cloak online hate content with ambiguous titles or surface placed regular
information pieces to make children unconsciously stumble upon (Perry, 2000). Warnings, disclaimers,
objectives/purposes, social approaches, and sophisticated counterargument strategies are also the
other techniques used by hate mongers (McDonald, 1999).

Estimating the prevalence of cyberhate is a challenging undertaking, but most experts agree that the
magnitude and variety of cyberhate is increasing (British Institute of Human Rights, 2012). The Simon
Wiesenthal Center annual Digital Terror and Hate Report indicates a 12% increase to 14,000 problematic
social network websites, forums, blogs, and social media accounts spreading cyberhate (Digital
Terrorism & Hate Report, 2011). Websense Security Labs (2009) reports that cyberhate has tripled since
2009. According to research carried out by Media Awareness Network in Canada, 25% of young Internet
users claim that someone has e-mailed them material that said hateful things about others. Of those,
35% did nothing about it, while 29% of respondents replied to the e-mails more than half of all young
Internet users use instant messaging, and of those 14% stated that they've received threatening instant
messages, while 16% revealed that they have posted hateful comments on the Internet toward a person
or group of people (Young Canadians in a Wired World, 2005). The EU Kids Online project (2011) found
that 12% of European youth between 11 and 16 years of age experienced cyberhate in 2009, including
one in five 15 to 16 year olds.

452


http://tureng.com/tr/turkce-ingilizce/theoretical

CELIK & KARDAS iSLER — Cukurova Universitesi Egitim Fakiiltesi Dergisi, 49(1), 2020, 451-476

Thousands of Internet users are targets of cyberhate, and exposed to online harassment (Sweeney,
2014). Many people are exposed to online trolling and provocative posts that viciously target individuals
(Citron, 2014). Cyberhate can occur in interpersonal communication, such as within comments and
posts on social media, or at a systemic and organized level, through policies and practices that trigger
hostility towards certain groups. Discrimination resulting from cyberhate can affect the physical health
and life expectancy of victims by threatening their confidence and sense of worth, and by undermining
their ability to perform effectively at work or during their studies (Sweet, 2007). Over time, cyberhate
can function as a barrier to lock people out of social, educational, and economic participation, and may
culminate in actual physical abuse and violence.

One of the reasons why cyberhate is so difficult to stop is because it requires a multi-faceted
approach including both legislation to criminalize it and education to address it (Cyber-racism
Symposium Report, 2011). Awareness and education is key to detecting and preventing cyberhate and
can lead to positive and sustainable change by promoting universally respected values. Prutzman (1994)
underlines that any programs against hate crime should focus on cooperation, communication,
affirmation, conflict resolution, problem solving, mediation, and bias awareness. There is a critical need
for education about cyberhate in schools. Revision of the curriculum and instructional methods must
include information on human rights and diversity, with emphasis on intercultural and multicultural
education and greater community involvement. By raising awareness of cyberhate and determining its
effects on both individuals and the broader community, educators and policy makers should identify,
promote and build on initiatives to prevent and reduce hate online, and empower communities and
individuals to take action to prevent it. In order to build a strong, resilient, and vibrant community,
research should be carried out to understand cyberhate and increase public awareness of it.

The majority of research conducted on aggressive online behavior finds that cyberbullying is a
growing problem in especially educational settings (Huang & Chien, 2013; Perren et al., 2012). Although
both cyberbullying and cyberhate use the same online channels and affect individuals who differ in
terms of background, disability, ethnicity, religion, to name a few factors, they are not identical in all
aspects. Cyberbullying typically involves individuals targeting other individuals of similar ages in a one-
on-one format (Tippett, Thompson, & Smith, 2014). Cyberhate includes hostility toward a specific group.
One of the most current literature reviews on cyberbullying (Notar, Padgett, & Roden, 2013) indicates
four dimensions of research; roles of persons involved and statistics of who is being targeted; reasons
for cyberbullying; differences between traditional bullying and cyberbullying; and gender comparisons
related to cyberbullying. However, despite the significant progress that has been made in expanding our
understanding and awareness of cyberbullying, it seems that few studies have been conducted about
cyberhate (see Blaya, 2019; Celik, 2018, 2019; Douglas, McGarty, Bliuc, Lala, 2005; Jane, 2018; Levin,
2002). Thus, the focus of this analysis is to develop a measure of awareness of cyberhate and then
explore the factors which explain variation in levels of awareness on certain actions to employ in
reacting to cyberhate. Currently, very few relevant educational materials and tools are available for
practitioners, teachers, parents, and governmental organizations to cope with the spreading danger of
cyberhate. The outcomes of this research are expected to serve as a basis for curriculum developers,
instructional designers, civil society, and community-based entities, in order to more effectively combat
cyberhate. To enhance our understanding of this important issue, this study aims to answer the
following research questions:

e What is the awareness level of Internet users regarding how to react to cyberhate?

e Does Internet users’ knowledge of how to react to cyberhate vary according to their country,
gender, socio-economic status (SES), educational background, and frequency of social media
use (FSMU)?

Method

A correlation survey method was adopted throughout the study to examine the knowledge of
Internet users regarding how to react to cyberhate (competency based awareness toward cyberhate).
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Participants

The participants of the study were determined by purposive sampling methods to attain maximum
variety among the Internet users as the universe. The data were collected from 427 Internet users living
in Turkey (Hacettepe University, Ankara) and the United States (University of Texas at Austin, Texas).
Ethical review boards of the both universities where the data collected have formally approved the
conduction processes of the research within their academic settings. Hence, the participants in both of
the countries were mostly university students and academics who are supposed to be highly literate
within cyber environments. The age of the participants ranges between 17 and 28 (mean age=19.61
with 3.07 Sd). The demographic features of the participants are shown in the Table 1 below.

Table 1.
Demographic Features of the Participants.

Variable N %
Gender Male 160 37.5
Female 267 62.5
Low 72 16.9
SES Medium 312 73.0
High 43 10.1
Undergraduate 269 63.0
Educational BA Graduate 59 13.8
Background MA Graduate 75 17.6
PhD Graduate 24 5.6
Country TR 277 64.9
USA 150 35.1
No Response 5 1.1
Never 25 5.9

Frequency of

Social Media Use A Few Times in a Month 64 15.0
A Few Times in a Week 213 499
A Few Times in a Day 120 28.1
Total 427 100

The five variables that may have an effect on respondents’ scores on the dependent variable are
gender, socio-economic status (SES), educational background, country, and social media use profile. It is
known that people are more exposed to cyberhate according to their educational status. We expect that
those with more education have had more exposure to, and therefore, an increased awareness of
cyberhate. Consequently, we expect these participants to score higher on the dependent variable. The
way the survey measured this variable led us to create three categories for SES: low, medium, and high.
The descriptive statistics regarding social media use profiles of the participants were presented in Table
2, below.

Data Collection Instrument

The data were collected through a personal data form and a scale (cyberhate awareness scale). The
personal data form included age, gender, educational background, SES and frequency of social media
use related questions to profile demographic features of the participants. Since we are interested in
measuring general awareness of cyberhate among Internet users in two different countries, we created
a 19 item scale, all of which are shown in Appendix 1. The items of the instrument were mainly based on
the Internet users’ questions regarding cyberhate placed in the ‘Responding to Cyberhate: A Toolkit for
Action’ document developed by the Anti-Defamation League (ADL) in 2010. The scale was first
developed in Turkish and then translated into English, followed by two language experts re-translating it
into Turkish to ensure the language appropriateness of the items. Turkish and English forms of the scale
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were applied to 30 tertiary-level Internet users in Turkey and 18 tertiary-level Internet users in USA.
After the application, it was concluded that all of the items were understandable.

An exploratory factor analysis was conducted as the first step of ensuring validity and reliability
measures of the cyberhate awareness scale. For ensuring the reliability, inner consistency coefficient
and split-half reliability measures were checked. The Kaiser-Meyer-Olkin (KMO) coefficient and Bartlett
Sphericity test values were calculated in order to ensure that the data set is eligible for the factor
analysis. While KMO provides incidences regarding the sample adequacy, the Bartlett Sphericity test
explains if the variables have correlations with each other. The data set is eligible for the factor analysis
if there is a KMO value greater than .60 and a significantly meaningful Bartlett Sphericity test. The
results attained clearly indicate that the data set in this research is eligible for the factor analysis
(KM0=0.92; X2 = 4671.63; p<0.01).

A principal component analysis was conducted with the 23 items placed in the first version of the
cyberhate scale. The Scree plot graphic indicated that the scale has a two-factored structure, and that
these two factors can explain the 47.65% of the total variance. Two factors which emerged from the
scale can be named as ‘general knowledge regarding cyberhate’ and ‘competency based knowledge to
be protected from cyberhate’.

While four overlapping items in the first version were removed from the scale, the load values of the
items belonging to the factors ranged between .41 and .87. In order to check the reliability of the scale,
Cronbach’s Alpha reliability coefficient was measured and identified as .89 for the entire scale,
indicating a higher reliability. Additionally, split-half reliability values for the first and second halves of
the scale were indicated at .91 and .88 respectively. Briefly, these results revealed that the scale can be
used to measure cyberhate awareness of the Internet users.

The items were scored, or given a value of 2 when respondents answered ‘yes’, 0 when they
responded ‘no’, and 1 when the response was ‘not sure’. The rationale under giving the value 1 to the
‘not sure’ response is that the participants may not fully recall the action while they believe they have
something in their mind regarding the statement. We refer to this measurement as the Awareness of
Cyberhate Index (or Awareness Index), which ranges in score from 0—-38. The Cyberhate Awareness Scale
variable is normally distributed, and given the set of predictors, meets the general assumptions of
variance analysis and t-tests.

Procedure

The data were collected on an individual basis, where participants were not asked about their
personal information and were encouraged to participate on a voluntary basis. Prior to the
implementation of the survey, participants were provided with a nominal amount of information on the
scope of the research. The administrative duration of the surveys ranged between 22 to 30 minutes.
While the data were collected from Turkish Internet users in January 2015, Internet users in United
States participated in the study by responding to an online questionnaire in June 2015. Data from the
United States were collected at the time that the first author of the study was a post doctorant at the
University of Texas at Austin.

Data Analysis

The data collected were analyzed by means of Statistical Package for Social Sciences (SPSS), version
17.00. The assumptions of normality (skewness and kurtosis values) and, the homogeneity (Mauchly’s
Sphericity Test) and equality of variances were statistically tested. These analyses were convincing to
proceed with the parametric techniques of statistical analysis. The independent variables of the
research were determined as country, gender, income, education, and the frequency of social media
use. While descriptive statistics were used to analyze the categorical data, further analyses were made
through unpaired t-test, two-way analysis of variance. In order to determine the source of potential
variance among the groups, LSD test was conducted. The reliability scale was determined as 95 % in the
analysis process.
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Findings
This section includes the findings in line with the research questions posed in this study. Table 2,

below, depicts the average points, standard deviation values and minimum and maximum scores
received both from each item and in total from the cyberhate awareness scale.

Table 2.
Descriptive Statistics of Participants’ Responses Toward Each Item in the Cyberhate Awareness Scale.

I know.. M Sd Min Max
| can determine whether web content is legal or not in terms of 1.69 539 0.00 200
cyberhate.
..what | do, in general, when | come across online hate content. 1.10 719 0.00 2.00
| understand what motivates users to post online hate 128 754 0.00 500
messages.
..how to protect my children online, as a parent. 1.27 .759 0.00 2.00

.. what | should do when | come across anti-Semitic,
homophobic, or racist books or products on mainstream sites, 1.31 .761 0.00 2.00
such as (eBay, Amazon.com, or Barnes & Noble).

..what |1 do when | come across online hate content spread

1.19 .749 0.00 2.00
anonymously.
.. how to avoid receiving abusive e-mails. 1.32 751 0.00 2.00
.. what I should do when I receive an online threat, suspect | am

1.14 77 . 2.
being stalked, or suspect | am being targeted for theft. 3 0.00 00
. h9w to |r.1form/warn people égamst cyberha.te using my own 1.09 777 0.00 500
online environment, as a website owner/admin,.
. hgw to stop someone from posting my private information 1.26 749 0.00 200
online.
.. how ’fo prevent hate. content in my online web site/space, as 118 802 0.00 500
a website owner/admin.
.. what | sh9u|d do when | come across antl-S.emltlc, racist or 111 814 0.00 200
homophobic results when using a search engine.
.. how to rgmove reported hatfe content from.my online 1.20 787 0.00 500
space/environment, as a website owner/admin.
.. what I should do when | receive abusive e-mails. 1.08 .769 0.00 2.00
.. what I should do when | come across a hateful blog post or 112 781 0.00 500
personal web page.
how to avoid being exposed to cyberhate in social networking 112 815 0.00 200
sites.
..what should do when | come across a hateful video online. 1.11 .814 0.00 2.00
..what I dq Yvhen | come across online hate content spread by 114 825 0.00 200
named individuals.
..what shoulfj do when | come across a hateful group in a social 0.62 748 0.00 500
networking site.
Awareness 21.33 14.486 0.00 38.00
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Table 2 provides an overview of participants’ awareness levels of reacting to cyberhate. From the
results above, we can see that participants’ levels of knowledge regarding cyberhate and their levels of
competencies regarding protection from cyberhate is slightly above average. When the total score of
this level is determined, it is evident that the mean score of awareness of cyberhate obtained by the
participants in “yes (2 score)” and “not sure (1 score)”. This situation clearly shows that very few
participants declare their self-efficacy about hate speech and material awareness online. It is apparent
from this table that very few respondents declared self-competency in awareness of hate speech and
materials online. Considering the minimum and maximum points received from each item, the results
revealed that participating Internet users were not equipped with adequate knowledge and awareness
toward cyberhate. The results of variance analysis conducted to see whether the participants’
knowledge of how to react to cyberhate varies according to country, gender, SES, educational
background and frequency of social media use are presented in Table 3 below.

Table 3.
Analysis of Variance Results on Participants’ Cyberhate Awareness Variation According to Country,
Gender, SES, Educational Background and Frequency of Social Media Use.

Sum of Eta-
df Mean Square F p Square
Squares
(n2)

Country 1831.759 1 1831.759 22.00 .00 0.05
Gender 761.786 1 761.786 8.87 .00 0.00
SES 235.618 2 117.809 1.34 .26
Educational 1818.247 3 606.082 7.24 .00% 0.05
Background
FSMU 470.458 4 117.615 1.34 .25
G*SES 38.571 2 19.286 0.22 .79
G*Education 61.610 3 20.537 0.24 .86
G*FSMU 1305.903 9 86.211 1.68 .09
SES*Education

504.668 6 84.111 1.00 42
SES*FSMU 1640.202 12 136.683 1.58 .09
Total 8668.822 43

As provided within Table 3, participants’ knowledge of reacting to cyberhate were found to vary
according to the two countries involved in the study (t(1831) = 22.00, p<0.05, n2=.05). Turkish
participants’ mean point (=23.43) is significantly higher than American participants’ mean point
(=18.98), which implies that Turkish Internet users’ awareness level of / or knowledge of how to react to
cyberhate is higher than those who participated in the study from United States. Additionally, results
indicated that participants’ level of knowledge on the techniques to cope with cyberhate varies
according to gender (F=8.87; p<0.05, n2=.00) and educational background (F=7.24; p<0.05, n2=.05). The
mean scores pointed out that an advantage on behalf of male Internet users (=23.66) comparing to
female participants (=20.86). This result indicates that male Internet users are more aware of what to do
when they encounter with cyberhate, as compared to females. The results of the LSD test conducted to
see the source of variance within the factor of educational background showed that the scores of BA
graduate participants (=21.60) are higher than MA graduate participants’ scores (=17.52). In addition,
the results showed that the scores of undergraduate participants (=23.20) are higher than the scores of
the BA and MA graduate participants. On the other hand, no variation was observed on the socio-
economic status and frequency of social media use. Despite the fact that the role of gender on
participants’ awareness toward cyberhate is evident, the eta-square value is at minimal level which
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means the effect of this variable is relatively low. As for the significance of mutual effects of the
independent variables, it was noted that mutual effects of gender and SES (F=0.22; p>0.05) , gender and
educational background (F=0.24; p>0.05), gender and frequency of social media use (F=1.68; p>0.05),
SES and educational background (F=1.00; p>0.05), and SES and frequency of social media use (F=1.58;
p>0.05) are not significant. The findings presented indicate that participants’ knowledge of how to react
to cyberhate does not vary according to SES (F=1.34, p>0.05). Meaning, belonging to low, medium, or
high levels of SES does not lead to any differences in terms of knowledge of how to react to cyberhate
(cyberhate awareness) among the Internet users. Similarly, the frequency of social media use of
participants does not have significant impact on the knowledge of how to react to cyberhate.

The general inferences of the statistical analyses results regarding gender, culture and educational
background can be summarized as follows; male Internet users have higher awareness of cyberhate
than their female counterparts, and Turkish Internet users are more aware of cyberhate than American
Internet users. Lastly, the undergraduate participants have higher awareness of cyberhate than the MA
graduate participants and MA graduate participants’ have higher awareness of cyberhate than the BA
graduate participants. In addition, the findings revealed that while SES and frequency of social media
use do not lead to any differences in terms of cyberhate awareness. These findings will be discussed in
the following section.

Discussion & Conclusion

The present study was designed to determine a group of tertiary Internet users’ awareness level
regarding how to react to cyberhate and knowledge of how to react to cyberhate in relation to certain in
dependent variables such as country, gender, socio-economic status, educational background and
frequency of social media use for various reasons. This section will elaborate on the findings in line with
the research questions asked or presented within the study. An initial objective of the research was to
identify how aware the participating Internet users were toward specific actions to fight against
cyberhate. The most obvious finding to emerge from the analysis is a vast majority of the participants
are not aware of cyberhate and are not equipped with the knowledge and skills to effectively fight
against or protect themselves from racist, discriminative, abusive, or harassing behavior online. This
result, confirming the association between education and awareness raising toward cyberhate, may be
explained by the fact that participants have no solid understanding of cyberhate, and have never
received any training to learn more about it. Prior studies have also noted the importance of education
to raise awareness of cyberhate and its risks for young Internet users by including democracy, human
rights, media education, and Internet literacy (Gojkovic and Gomes, 2012; Stoddard, 2014). This result
corroborates the findings of Thompson and Edward (2004), who suggested that educational programs
should offer students a variety of curriculum focusing on ethical, professional, and legal issues in order
to make them more aware of potential and emerging ethical issues of information and communication
technologies.

Regarding the Internet users’ lack of knowledge on fighting against cyberhate, Gagliardone, Gal,
Alves, and Martinez (2015) notes that almost all institutions and initiatives focus on three educational
goals to handle cyberhate problem: to inform, to analyze, and to confront it. Information phase put the
emphasis on raising awareness toward cyberhate and its consequences by conveying and dissemination
information about it. The second education goal, analysis, focuses on the methods to identify, assess
and report cyberhate and its various forms such as racism, bigotry, sexism, homophobia and of the
multiple forms in which it is generated. The “action” goal aims to encourage individuals to respond to
cyberhate by taking specific actions such as developing teaching materials and course plans, training
sessions for educators, bloggers, journalists, and proposing media monitoring policies for
nongovernmental organizations.

The report published by media awareness network (2012) notes that using filtering software to
protect youth may lead the leakage of many hateful materials designed to get through filters. Thus, the
best way to support young people struggle against cyberhate is to equip them with adequate knowledge
before they encounter it. At this point, digital literacy is one of the most important tools to create an
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understanding of how to differentiate between biased and accurate content or to verify sources to
ensure about any information they see online. Educational programs promoting tolerance, cooperation,
and conflict resolution are also recommended as the pedagogical means to defeat cyberhate and lessen
its harmful outcomes for the society.

With respect to the research question focusing on the variation of Internet users’ knowledge of how
to react to cyberhate in line with their genders and so, it was found that male participants of the study
are significantly more aware of what to do against cyberhate as compared to female Internet users. This
result is similar with Celik's (2019) research findings. A possible explanation for this might be that male
users spend more time in online environments for entertainment purposes such as online gaming or
discussion boards where hate content is extremely pervasive. Another important finding was that
Turkish Internet users’ knowledge of how to react to cyberhate was noted to be higher than of who
those participated in the study from the US. This result may be explained by the fact reported in Digital,
Social and Mobile in 2015 that more than half of the Turkish citizens (nearly 40 million) actively use the
Internet where the overall population is 76 million (wearesocial.net). In addition to this, the same report
notes that having 40 million social media and 26 million Facebook accounts, Turkish Internet users are
involved with social media to a greater extent that than their European counterparts. There are,
however, other possible explanations. For example, Turkey’s geopolitical agenda has been very dense in
recent years due to political, ethnic, religious, and sect-based conflicts occurring within various aspects
of society. Therefore, it may be the case that reflections of these conflicts give rise to the production of
and exposure to cyberhate.

The findings of Internet users' knowledge about how they react to cyberhate according to their
educational background indicates that the highest awareness level is belong to undergraduate
participants. This situation showed that since students are the youngest members of the current study’s
participants, Internet is an integral part of their social life. Because of that it can be thought that they
are more exposed to cyber hate in different environments of the Internet.

The findings of the study show that participants' use of social media in different frequencies does not
make any difference in terms of their awareness of cyberhate. This situation can be expressed as the
fact that awareness of cyberhate cannot be explained only by the ‘frequency of social media uses’. It can
be concluded that this kind of explanation is more likely to differ from the social media environment,
not the concept of frequency, but rather from the time spent on the Internet, not just the social media
tools. The current study also found that there is no difference between various groups of participants of
low, medium, and high socio-economic statuses. Free Wi-Fi technologies, mobile data plans (including
Internet access), Internet cafes (which have been extremely pervasive in Turkey), and comparatively
cheaper prices have helped Internet users gain access to social media and other online environments in
both Turkey and the US.

Returning to the question posed at the beginning of this study, it is now possible to state that
knowledge of Internet users who participated in the current research regarding how to react to
cyberhate is remarkably low. From a gender-based point of view, the research findings indicated that
male participants are significantly more aware of cyberhate compared to female Internet users.
Participants living in an established democratic country were found to be less aware of cyberhate than
Internet users living in a politically polarized and ethnically conflicted society. SES and the frequency of
social media use were observed to be unrelated factors for predicting knowledge of Internet users
regarding how to react to cyberhate. In addition, the findings of the study showed that knowledge of
how to react to cyberhate; among all education groups, the highest awareness level was found to be in
the undergraduate students and then BA graduate students.

These findings have significant implications founder standing how raising awareness is of major
importance in filtering cyberhate, and reducing its risks for young people. If we provide the younger
generations of ‘digital natives’ with educational programs aimed at cyberhate, then we can address the
issue at its roots by reducing the number of people who engage in such behavior, and by altering
attitudes in society so that cyberhate is viewed as unacceptable. This would also aid in removing the

459



CELIK & KARDAS iSLER — Cukurova Universitesi Egitim Fakiiltesi Dergisi, 49(1), 2020, 451-476

socio-psychological motives which tempt people to spread hate both on- and offline. In order to succeed
in the fight against cyberhate, Internet users should be able to understand and learn how to stop the
proliferation of cyberhate by taking a pro-active role. Hence, educational stakeholders should
collaborate more efficiently to come up with sophisticated ideas on combating cyberhate, and
developing awareness-raising materials. Internet literacy curriculum, in this sense, is an effective tool for
empowering both children and teenagers to understand the issues at stake on the Internet, and for
protecting themselves and knowing how to react to abuse when it occurs. Parents should also teach
their children to use electronic communications in a safe and responsible manner, prepare their children
so that they are able to identify cyberhate, and ensure that their children are not the perpetrators of
cyberhate activity.

There are still many unanswered questions about cyberhate and its effects on the community. The
following research should also explore the relationships between the media literacy and knowledge of
how to react to cyberhate. It is also very important to study the actual cyberhate experiences of the
Internet users and the structure and behavior of hatemongering groups and communities. Since the
current research is limited with quantitative data and a narrowed participant profile in terms of age, a
further study with more focus on qualitative data and more broadband profile of age is therefore
suggested. Limitation of the study is that since the Internet users living in United States participated into
the study by responding an online questionnaire, it is difficult to assert that the participant profile
reflects the American demographics. Another limitation of the study is the use of self-reporting tool. It
can be argued that this is a limitation when it comes to the fact that participants may not have a
tendency to give answers sincerely on a sensitive subject like cyberhate. In this context, it is
recommended that similar studies can be carried out with different measurement tools and with
different variables.
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Tiirkge Siirimui

Girig

internet, insanlarin iletisim kurma biciminde devrim yaratmis, i¢ milyardan fazla internet
kullanicisina iki milyar sosyal medya hesabina ve diinya genelinde bir milyardan fazla web sitesine erisim
saglamistir. internet kullanimindaki tstel biyiime, bilgiye erismek ve iletisimi gelistirmek icin cografi ve
kalturel engellerin ortadan kaldirilmasina yardimci olmus, ancak bununla birlikte, daha blyik kisiler
arasi catismalara da yol agmistir. internetin toplum (zerindeki olumlu etkileri genellikle biyiik
miktarlarda veriye erisim saglama, cesitli Ucretsiz iletisim kanallari saglama ve genis kitlelerle
paylasilacak materyal olusturma konusundaki dondstirict etkileriyle agiklanabilirken bu durumlar
dnemli etik sorunlari da giindeme getirmektedir. internet hayatimizda énemli bir ara¢ haline
geldiginden, nefret sdyleminin yayilmasi icin de yeni bir mekanizma sunmaktadir. Nefret soylemi,
bireylerin kimliklerini diger yonleriyle birlikte irklarina, etnik ve ulusal kokenlerine, dinlerine,
cinsiyetlerine, cinsel yonelimlerine, engellilik durumlarina veya hastalik teshislerine dayanarak etiketler.
internetin anonimligini kétiye kullanma ve sahte kimlikler olusturma kolayligi, nefret gruplarina sanal
ortamlarda nefret sdylemini kontrolsiiz bir sekilde yayma sansi vermistir. Irk, din, etnik kdken, cinsiyet,
politika ve cinsel yonelime dayali dnyargi veya taraflilik iceren web siteleri, mesajlarini aninda ¢ok sayida
insana ulastirmak icin dusuk maliyetli firsattan tam anlamiyla yararlanmistir (Kessler, 1999). Kullanici
tarafindan olusturulan ortamlarin ve etkilesimli internet ortamlarinin yeni formlari, gevrimigi olarak
nefret konusmalarinin ve davranislarinin ortaya ¢ikmasini da tetiklemistir.

Kuramsal Cergeve

internetin biylimesiyle birlikte cevrimici nefret séyleminin formu olan sanal nefret gelismistir. Jane
ve Vincent (2008) sanal nefreti “kadinlari, kizlari, LGBTIQ insanlarini ve bir dizi irksal, klltirel ve dilsel
azinhklar orantisiz sekilde etkileyen ve bir dizi internet teknolojisine ayrilmaz bir sekilde bagi olan bir
kavram olarak ifade etmislerdir” (s. 22). iftira ve Karalama ile Miicadele Birligi (Anti-Defamation League,
ADL) gibi insan haklar 6rgiitlerine gore ise sanal nefret; Yahudi karsiti, irkgi, ytceltilmis, asirilik yanlisi
veya terorist mesajlar ya da bilgilerin yayilmasinda yeni medyanin herhangi bir kullanimi seklinde
gorulebilir. Nefret icerigi; web siteleri, sosyal ag siteleri, web glnlukleri (bloglar), anlk iletiler, e-postalar,
metin mesajlari, mobil uygulamalar ve video oyunlari gibi cesitli elektronik iletisim teknolojilerinde
meydana gelebilir. Ergenler ve gengler, denetimleri olmayan en énemli internet kullanicilari arasinda
olduklarindan ve ¢ogu zaman maruz kaldiklari igerikle basa ¢ikmak igin dijital okuryazarlik becerilerinden
yoksun olduklarindan, cogu nefret grubu, kendilerini gencleri hedeflemeye adamistir (Medya Farkindaligi
Ag1, 2012). Tynes (2008), nefret gruplarinin genglere ¢evrimici ortamda ulagmak igin gesitli stratejiler
kullandiklarini vurgulamaktadir. Ornegin; kendi amaclarina goére olusturulmus radikal web ortamlarinda
kullandiklar dil bile gencler ya da ergenler tarafindan kolayca anlasilmayi amaglamaktadir (Gerstenfeld,
Grant & Chiang, 2003). Diger bir strateji, cevrimici nefret icerigini belirsiz basliklar ile gizlemek veya
cocuklarin bilingsizce rastlayacaklari diizenli bilgi pargalari yerlestirmektir (Perry, 2000). Uyarilar,
yalanlamalar, hedefler/amacglar, sosyal yaklasimlar ve yaniltici karsit argiman stratejileri de nefret
saticilarinin kullandigi diger tekniklerdir (McDonald, 1999).

Sanal nefretin yayginhgini belirlemek zor bir istir, ancak uzmanlarin ¢ogu sanal nefretin siddetinin ve
cesitliliginin arttigi konusunda hemfikirdirler (ingiliz insan Haklari Enstitiisii, 2012). Simon Wiesenthal
Merkezi'nin yillik Dijital Terér ve Nefret Raporu, sanal nefreti yayan 14.000 sorunlu sosyal ag web
sitesinde, forumlarda, bloglarda ve sosyal medya hesaplarinda %12'lik bir artis oldugunu gdstermistir
(Dijital Teror ve Nefret Raporu, 2011). Websense Security Labs (2009), sanal nefretin 2009'dan beri (g
katina giktigini bildirmistir. Kanada'daki Medya Farkindaligi Agi tarafindan yapilan arastirmaya gore, geng
internet kullanicilarinin %25'i, birilerinin onlara e-posta yoluyla baskalari hakkinda nefret iceren
materyaller génderdigini iddia etmistir. Bu internet kullanicilarinin % 35'i bu tiir e-postalara iliskin higbir
sey yapmadigini belirtirken, e-postalara yanit verenlerin %29'unun yarisindan fazlasi, anlik mesajlasma
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kullandigini belirtmiglerdir. Bunlarin %14'Gniin tehdit edici anlik mesajlar aldigi gorilirken, %16’sinin
internette bir kisiye ya da bir gruba yonelik nefret dolu yorumlar génderdikleri ortaya ¢ikmistir (Young
Canadians in a Wired World, 2005). AB Cocuklari Cevrimigi projesi (2011), 2009'da 11 ila 16 yaslar
arasindaki Avrupali genglerin % 12'sinin, bunlarin icinde 15 ila 16 yaslari arasinda olanlarin ise bes
kisiden birinin sanal nefrete maruz kaldiklarini tespit etmistir.

Binlerce internet kullanicisi sanal nefretin hedefinde olup gevrimici tacize maruz kalmaktadir
(Sweeney, 2014). Birgok insan, bireyleri acimasizca hedef alan gevrimici karalamalara ve kiskirtici
goénderilere maruz kalmaktadir (Citron, 2014). Sanal nefret, sosyal medyadaki yorumlar ve gonderiler
gibi kisilerarasi iletisimde ya da belirli gruplara kargi digsmanhg tetikleyen politikalar ve uygulamalar
yoluyla sistemik ve organize bir diizeyde meydana gelebilir. Sanal nefretten kaynaklanan ayrimcilik,
magdurlarin glivenlerini ve degerlerini tehdit ederek, iste veya ¢alismalari sirasinda etkin bir sekilde
performans goésterme yetenegini baltalayarak onlarin fiziksel saglklarini ve yasam beklentilerini
etkileyebilir (Sweet, 2007). Zamanla sanal nefret, insanlari sosyal, egitimsel ve ekonomik katilimdan uzak
tutmak icin bir engel islevi gorebilir ve gergek fiziksel istismar ve siddet gibi sonuglar dogurabilir.

Sanal nefreti durdurmanin bu kadar zor olmasinin nedenlerinden biri bunu sug¢ olarak kabul eden
yasalarin koyulmasi gerekliligi ve bu konuyu ele alan egitimleri iceren ¢ok yonli bir yaklagimi
gerektirmesidir (Cyber-racism Symposium Report, 2011). Farkindalik ve egitim, sanal nefretin tespit
edilmesinde ve 6nlenmesinde kilit noktalardir ve bunlar, evrensel olarak saygi duyulan degerleri tesvik
ederek olumlu ve sirdirilebilir degisime yol agabilirler. Prutzman (1994), nefret sucuna karsi herhangi
bir programin; isbirligi, iletisim, onaylama, catismalarin ¢6ziimi, problem ¢dzme, arabuluculuk ve
onyargi farkindaligina odaklanmasi gerektigini vurgulamaktadir. Okullarda sanal nefret ile ilgili egitime
kritik diizeyde ihtiyag vardir. Ogretim programlarinin ve ydntemlerinin, kiltiirlerarasi ve ¢ok kiiltiirli
egitim ve daha fazla toplulugun katilimina 6nem verilerek, insan haklari ve gesitlilik hakkinda bilgi
icerecek sekilde gdzden gegirilmesi gerekmektedir. Egitimciler ve politikaya yon verenler, hem bireylerin
hem de daha genis topluluklarin sanal nefret farkindaliklarini arttirarak ve onlar lizerindeki etkilerini
belirleyerek, sanal nefreti 6nleme ve azaltma girisimlerini tanimlamali, tesvik etmeli ve bireylerin ve
topluluklarin cevrimici olarak nefreti 6nlemeye yonelik 6nlemler almalarini saglamalidirlar. Gigld,
direncgli ve canl bir toplum olusturabilmek igin sanal nefreti anlatan ve bunun hakkinda bireylerin
farkindahgini arttiran arastirmalar gergeklestirilmelidir.

Cevrimigi saldirgan davraniglarla ilgili yapilan arastirmalarin ¢ogu, sanal zorbaligin 6zellikle egitim
ortamlarinda biiylyen bir sorun oldugunu ortaya koymaktadir (Huang & Chien, 2013; Perren ve digerleri,
2012). Her ne kadar sanal zorbalik ve sanal nefret engellilik, etnik koken, din gibi farkli 6zelliklere sahip
bireyleri ayni ¢evrimici kanallari kullanarak etkilese de her acidan ayni degillerdir. Sanal zorbalik; tipik
olarak bire bir formatta benzer yastaki diger bireyleri hedef alir (Tippett, Thompson & Smith, 2014).
Sanal nefret ise belirli bir gruba karsi dismanlik icerir. Sanal zorbalikla ilgili gincel literatir
taramalarindan biri (Notar, Padgett, & Roden, 2013) bu konunun dért boyutu oldugunu géstermektedir.
Bunlar; katilan kisilerin rolleri ve hedeflenenlerin istatistikleri; sanal zorbalik sebepleri; geleneksel
zorbalik ve sanal zorbalik arasindaki farklar ve sanal zorbalikla ilgili cinsiyet karsilastirmalaridir. Sanal
zorbalik konusundaki anlayisimizi ve farkindaligimizi gelistirmek icin kaydedilen 6nemli ilerlemeye
ragmen, sanal nefret konusunda az sayida arastirma yapildig1 gorilmektedir (Bkz. Blaya, 2019; Celik,
2018, 2019; Douglas, McGarty, Bliuc, Lala, 2005; Jane, 2018; Levin, 2002). Bu nedenle, bu ¢alismanin
amaci bir sanal nefret farkindalik olglisi gelistirmek ve karsilasilan sanal nefrete tepki vermek igin
kullanilan belirli eylemlerdeki farkindalk dizeylerindeki degisimi acgiklayan faktorleri acgiklamaktir.
Mevcut durumda; uygulayicilarin, 6gretmenlerin, ebeveynlerin ve kamu kuruluglarinin sanal nefretin
yayllma tehlikesiyle basa ¢ikmalari igcin ¢ok az sayida egitim materyali mevcuttur. Bu arastirmanin
sonuglarinin, sanal nefret ile daha etkin bir sekilde miicadele etmek igin program gelistiricileri, 6gretim
tasarimcilari, sivil toplum ve toplum temelli kuruluslar icin bir temel olusturmasi beklenmektedir. Bu
onemli konu hakkindaki anlayisimizi gelistirmek icin bu calisma asagidaki arastirma sorularini
cevaplamayi amacglamaktadir:

e Internet kullanicilarinin sanal nefrete tepki gésterme konusundaki farkindalik diizeyi nedir?
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e internet kullanicilarinin sanal nefrete nasil tepki verdikleri konusundaki bilgileri ilke, cinsiyet,
sosyo-ekonomik durumu (SED), egitim durumu ve sosyal medya kullanim sikligi (SMKS) gibi
degiskenlere gore degismekte midir?

Yontem

Bu arastirmada, internet kullanicilarinin sanal nefrete iliskin farkindaliklarini incelemek igin iligkisel
tarama yontemi benimsenmistir.

Katilimcilar

Arastirmanin katilimcilari, yiiksekdgretim diizeyindeki internet kullanicilarindan maksimum gesitlilige
ulasmak icin amach érnekleme yéntemiyle belirlenmistir. Veriler Tiirkiye'de (Hacettepe Universitesi,
Ankara) ve Amerika Birlesik Devletleri'nde (University of Texas at Austin, Texas) yasayan 427 internet
kullanicisindan toplanmigtir. Arastirmanin verilerinin toplanmasi surecine iliskin resmi onaylar her iki
Universitenin de etik inceleme kurullarindan alinmistir. Dolayisiyla, her iki Ulkedeki katilimcilar
cogunlukla sanal ortamlarda yiksek okuryazar olmasi gereken (niversite Ogrencileri ve
akademisyenlerdir. Katilimcilarin yaslari 17 ile 28 arasinda degismektedir (ortalama yas =19.61,
Sd=3.07). Katilimcilarin demografik Ozellikleri Tablo 1'de gdsterilmektedir. Ankette yer alan SED
degiskenini 6lgebilmek icin dislik, orta ve yiksek olmak tzere Ug kategori olusturulmustur.

Tablo 1.
Katiimcilarin Demografik Ozellikleri.

Degisken n %
Cinsiyet Erkek 160 37.5
Kadin 267 62.5
Dustk 72 16.9
SED Orta 312 73.0
Yiksek 43 10.1
Lisans Ogrencisi 269 63.0
Egitim Durumlar Lisans Mezunu 59 13.8
Yiiksek Lisans Mezunu 75 17.6
Doktora Mezunu 24 5.6
" TR 277 64.9
Ulke ABD 150 35.1
Yanit yok 5 1.1
Higbir zaman 25 5.9
izfl‘; an'll\n"i%f‘gl Ayda birkac kere 64 15.0
Haftada birkag kere 213 49.9
Gunde birkag kere 120 28.1
Toplam 427 100

Katilimcilarin bagimh degisken (zerindeki puanlarini etkileyebilecek bes degisken cinsiyet, sosyo-
ekonomik durum, egitim durumu, Ulke ve sosyal medya kullanim sikhgidir. Bireylerin egitim durumu
yikseldikge sanal nefrete daha fazla maruz kaldiklari bilinmektedir. Bu g¢alisma kapsaminda da daha
yiiksek egitim diizeyine sahip katilimcilarin, sanal nefrete daha fazla maruz kaldiklari ve dolayisiyla sanal
nefrete iliskin farkindaliklarinin daha yilksek olmasi beklenmektedir. Sonu¢ olarak, bu katilimcilarin
6lgekten alacaklari puanin daha yiiksek diizeyde olacagi diisiiniimektedir.

Veri Toplama Araci

Veriler kisisel bilgi formu ve bir 6lgek (sanal nefret farkindalik 6lgegi) araciligiyla toplanmistir. Kisisel
bilgi formu katiimcilarin demografik 6zelliklerine yonelik olarak yas, cinsiyet, egitim durumu, SED,
yasadiklari {lke ve sosyal medya kullanim sikhig) ile ilgili sorulari icermektedir. iki farkh iilkedeki internet
kullanicilari arasinda sanal nefrete iliskin genel farkindalhigi 6lgmek icin Ek 1’de yer alan 19 maddelik bir
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dlcek olusturulmustur. Olcegin maddeleri, 2010 yilinda yayinlanan ve iftira ve Karalama ile Miicadele
Birligi tarafindan gelistirilen “Sanal Nefrete Yanit: Eylem igin Bir Arag Seti (Responding to Cyberhate: A
Toolkit for Action)” belgesindeki sorulara dayanmaktadir. Olcek &nce Tiirkce olarak gelistirilmis,
ardindan ingilizce'ye gevrilmis daha sonra ise maddelerin dil uygunlugunu saglamak igin iki dil uzmani
tarafindan tekrar Tirkce'ye gevrilmistir. Pilot calisma olarak 6lgegin Tiirkge formu Tiirkiye’de 30, ingilizce
formu ise Amerika Birlesik Devletleri’'nde 18 {iniversite diizeyindeki internet kullanicisina uygulanmustir.
Uygulama sonrasinda 6lgek maddelerinin tiimiiniin anlagilir oldugu sonucuna ulagiimistir.

Sanal nefret farkindalik 6lgeginin gecerlilik ve glivenilirlik caligmalari igin ilk adim olarak agimlayici
faktor analizi yapilmistir. Glvenilirligi saglamak igin i¢ tutarlilik (inner consistency coefficient) ve iki yari
glvenilirlik (split-half reliability) katsayisi tespit edilmistir. Veri setinin faktér analizi icin uygun olup
olmadigini anlamak igin Kaiser-Meyer-Olkin (KMO) katsayisi ve Bartlett Sphericity test degerleri
hesaplanmistir. KMO 6rneklem yeterliliginin uygunlugu konusunda bilgi verirken, Bartlett Sphericity testi
degiskenlerin birbirleriyle korelasyon icinde olup olmadigini agiklar. .60'dan daha biiyik bir KMO degeri
ve anlamli derecede anlamli bir Bartlett Sphericity testi varsa, veri seti faktor analizi i¢cin uygundur. Elde
edilen bulgular, acik bir bicimde arastirma verilerinin faktor analizi i¢in uygun oldugunu gostermektedir
(KMO=0.92; X2=4671.63; p<0.01).

ilk analiz, sanal nefret &lgeginin ilk versiyonunda bulunan 23 madde ile yapilmistir. Scree plot egrisi
Olgegin iki faktorli bir yapiya sahip oldugunu ve bu iki faktoriin toplam varyansin % 47,65'ini
aciklayabildigini gdstermistir. Olgekten ortaya cikan iki faktér, "sanal nefret hakkinda genel bilgi" ve
"sanal nefretten korunmaya iliskin yetkinlik temelli bilgi" olarak adlandirilabilir. Olcegin ilk versiyondaki
ortlisen dort madde olcekten cikarilirken, faktorlere ait olan maddelerin yik degerleri .41 ile .87
arasinda degismistir. Olcegin giivenilirligini kontrol etmek icin Cronbach Alpha giivenilirlik katsayis
Olcegin tamami igin .89 olarak olgulerek ylksek bir glivenilirlige isaret etmistir. Ek olarak, 6lgegin birinci
ve ikinci yarisi igin iki yari glivenirlik degerleri sirasiyla .91 ve .88 olarak tespit edilmistir. Kisacasi, bu
sonuglar élgegin internet kullanicilarinin sanal nefret farkindaligini 8lgmek icin kullanilabilecegini ortaya
koymustur. Olcek maddeleri puanlanirken; ‘evet’ icin 2, ‘hayir’ icin 0, ‘kararsizim’ icin ise 1 degerleri
verilmistir. ‘Kararsizim’ yanitina 1 degerinin verilmesinin gerekcesi; bu secenegi yanitlayanlarin ilgili
durumla ilgili akillarinda bir seyler olduguna inanilirken, eylemi tam olarak hatirlayamadiklari seklindedir.
Calisma kapsaminda bu 6l¢iim, 0-38 arasinda degisen puanlarla Sanal Nefret Farkindalik indeksi (ya da
Farkindalik indeksi) olarak adlandirilmistir. Sanal Nefret Farkindalk Olcegi verileri normal dagilmistir ve
varyans analizi ve t-testlerinin genel varsayimlarini karsilamaktadir.

Veri Toplama Sireci

Veriler, katilimcilara kisisel bilgileri hakkinda soru sorulmadan, gonulliliik esasiyla bireysel olarak
toplanmistir. Anketin uygulanmasindan once katilimcilara arastirmanin kapsami hakkinda bilgi
verilmistir. Anketlerin uygulanma siresi 22 ile 30 dakika arasinda degismistir. Veriler Ocak 2015'te Tirk
internet kullanicilarindan toplanirken, ABD’deki internet kullanicilari Haziran 2015’te 6lgegin gevrimigi
versiyonunu yanitlayarak arastirmaya katilmislardir. ABD’deki veriler calismanin birinci yazari University
of Texas at Austin’de post doktorant olarak bulundugu sirada toplanmistir.

Veri Analizi

Toplanan veriler, SPSS 17.00 paket programi kullanilarak analiz edilmistir. Verilerin normallik
varsayimlari (carpiklik ve basiklik degerleri), homojenligi (Mauchly’s Sphericity Test) ve varyanslarin
esitligi istatistiksel olarak test edilmistir. Bu analizlerden elde edilen bulgular, arastirmacilari istatistiksel
analizin parametrik tekniklerinin kullaniimasina yonlendirmistir. Arastirmanin bagimsiz degiskenleri tlke,
cinsiyet, gelir durumu, egitim durumu ve sosyal medya kullanim sikligi olarak belirlenmistir. Kategorik
verileri analiz etmek igin betimleyici istatistikler kullanilirken, bagimsiz t-testi, ¢ift yonlii varyans analizi
ile ileri analizler yapilmistir. Gruplar arasindaki potansiyel varyansin kaynagini belirlemek igin LSD testi
yapilmistir. Analiz siirecinde 6lgegin glvenilirligi %95 olarak belirlenmistir.
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Bulgular
Bu bolum, ¢alismanin arastirma sorulari dogrultusunda elde edilen bulgulari igermektedir. Tablo 2,

Sanal Nefret Farkindalik Olgegi'nin her bir maddesinden ve &lcegin toplamindan alinan ortalama
puanlari, standart sapma degerlerini ve alinan en disik ve en yiiksek puanlari géstermektedir.

Tablo 2.
Katilimcilarin Sanal Nefret Farkindalik Olcedi Betimleyici istatistikleri.

...bilgi sahibiyim M Sd Min Max

Bir web iceriginin sanal nefret bakimindan yasal olup olmadigini

belirleyebilecek... 0.69 39 0.00 2.00
Nefret séylemi |E§ren online bir icerikle karsilastigimda ne 1.10 719 0.00 200
yapmam gerektigi konusunda...

KuIIa.1n|C|Iat?|W§evr|m|g| nefret mesajlari ggndermeye neyin 128 754 0.00 500
motive ettigi konusunda...

Bir ebeveyn olarak ¢cocuklarimi ¢evrimici ortamlarda nasil 197 759 0.00 200

koruyacagim konusunda...

sahibinden.com, hepsiburada.com, idefix.com, pandora.com
gibi ana akim (poptiler) web sitelerinde nefret igerikli kitap ve 1.31 .761 0.00 2.00
dranlerle karsilastigimda ne yapmam gerektigi konusunda...

Nefret séylemi iceren icerik sunan kisilerin belirlenemedigi bir

. . oo 1.19 .749 0.00 2.00
ortam ile karsilastigimda ne yapmam gerektigi konusunda...
:?Igeiriret iceren e-postalar almamak igin ne yapmam gerektigi ile 1.32 751 0.00 200
Cevrimici ortamlardaki forumlarda veya paylasimlarin yorumlar
veya mesajlar kisimlarinda nefret sdylemlerine maruz kalirsam 1.14 773 0.00 2.00

ne yapmam gerektigi konusunda...

Sahibi/Yoéneticisi oldugum ¢evrimici ortamlarda kullanicilari
nefret icerikli ortamlara karsi nasil uyarmam ve bilgilendirmem 1.09 777 0.00 2.00
gerektigi konusunda...

internette bana ait igeriklerin nefret amacgli paylasilmasina

doénuk girisimleri engellemek icin ne yapmam gerektigi 1.26 .749 0.00 2.00
konusunda...

S?thI/YOhetICISI oldugum <,jevr|run.|g| ortamlarda nefret igerikli 118 802 0.00 500
soylemleri nasil engelleyebilecegim konusunda...

Bir arama motoru kullanarak arama yaptigimda nefret icerikli

ortam ve mesajlarla karsilastigimda ne yapmam gerektigi 1.11 .814 0.00 2.00
konusunda...

Sahlbl/Yonetlc!S| o'ldug.um cevrimigi or:(amlarda rapor edilen 1.20 787 0.00 500
nefrete dayali icerikleri nasil kaldiracagim konusunda...

Nefret iceren e-postalar aldigimda ne yapmam gerektigi 1.08 769 0.00 200
konusunda...

Nefret soylevml iceren bir ag glinluga '(kalog, kisisel web sayfasi) 112 781 0.00 500
ile karsilastigimda ne yapmam gerektigi konusunda...

Cevrimici ortamlardaki forum ortamlarinda veya paylasimlarin 112 815 0.00 2.00

yorumlar veya mesajlar kisimlarinda nefret séylemlerine maruz

465



CELIK & KARDAS iSLER — Cukurova Universitesi Egitim Fakiiltesi Dergisi, 49(1), 2020, 451-476

kalmamak igin ne yapmam gerektigi konusunda...

Nefret sdylemi iceren videonun paylagildigi bir web ortami ile

karsilastigimda ne yapmam gerektigi konusunda... 111 814 0.00 2.00

isimleri bilinen kisilerin yaydigi cevrimici nefret igerigiyle

. 1.14 .825 0.00 2.00
karsilastigimda ne yapmam gerektigi konusunda...

Bir sosyal paylasim sitesinde nefret dolu bir grupla

karsilastigimda ne yapmam gerektigi konusunda... 0.62 748 0.00 2.00

Farkindalik 2133  14.486 0.00 38.00

Tablo 2, katihmcilarin sanal nefret farkindalik dizeylerine iliskin genel bir bakis sunmaktadir.
Yukaridaki sonuglara gore, katihmcilarin sanal nefret hakkindaki bilgi diizeylerinin ve sanal nefretten
korunma konusundaki yeterlilik dizeylerinin ortalamanin ¢ok az Ustiinde oldugu gorilmektedir. Bu
dizeyin belirlenmesinde elde edilen toplam puanlamada “Evet (2 puan)” ve “Kararsizim (1 puan)”
yanitini verenlerin puanindan olustugu distnildiginde elde edilen ortalama puaninin tam anlamiyla
yetkinligi ifade etmedigi ortadadir. Bu durumda, tablodan agik¢a gorildigli lizere, ¢ok az sayida
katilimcinin gevrimigi ortamda nefret dolu konusma ve materyal farkindalig konusunda 6z yetkinligini
ilan ettigi gorilmektedir. Her bir maddeden elde edilen minimum ve maksimum puanlar géz 6niine
alindiginda, sonuglar, internet kullanicilarinin sanal nefrete iliskin yeterli bilgi ve farkindalikla
donatilmadigini ortaya koymustur. Katiimcilarin sanal nefret farkindaliklarinin tlkelerine, cinsiyetlerine,
sosyo-ekonomik durumlarina, egitim durumlarina ve sosyal medya kullanim sikhgina gore degisip
degismedigini gormek icin yapilan varyans analizi sonuglari ise Tablo 3'te sunulmaktadir.

Tablo 3.
Ulke, Cinsiyet, SED, Egitim Durumu ve Sosyal Medya Kullanim Sikhigina Gére Katilimcilarin Sanal Nefret
Farkindalik Olgedi Varyans Analizi Sonuglarinin Dagihmi.

Kareler Kareler 0 E;?‘;
Toplami Ortalamasi (n2)
Ulke 1831.759 1 1831.759 22.00 .00 0.05
Cinsiyet 761.786 1 761.786 8.87 .00 0.00
SED 235.618 2 117.809 1.34 .26
Egitim Durumu 1818.247 3 606.082 7.24 .00* 0.05
SMKS 470.458 4 117.615 1.34 .25
C*SED 38.571 2 19.286 0.22 .79
C*Egitim 61.610 3 20.537 0.24 .86
C*SMKS 1305.903 9 86.211 1.68 .09
SED*Egitim 504.668 6 84.111 1.00 A2
SED*SMKS 1640.202 12 136.683 1.58 .09
Toplam 8668.822 43

Tablo 3'te goruldiiglu Uzere, katihmcilarin sanal nefret farkindaliklarinin iki tlkeye gore farklilastig
gorulmistur (t(1831)=22.00, p<0.05, n2=.05 ). Turkiye’deki katilimcilarin ortalama puanlarn (=23.43),
Amerika’daki katilimcilarin ortalama puanlarindan (=18.98) anlamli olarak daha yiksektir; bu, Tirk
internet kullanicilarinin sanal nefrete nasil tepki verecegine iliskin farkindaliklarinin ya da bilgi
dizeylerinin, Amerikal katilimcilara oranla daha yiiksek oldugunu gostermektedir. Bunlara ek olarak,
bulgular katilimcilarin sanal nefretle basa ¢ikma teknikleri konusundaki bilgi seviyelerinin cinsiyete
(F=8.87; p<0.05, n2=.00) ve egitim durumuna (F=7.24; p<0.05, n2=.05) gore de farklilastigini
gostermistir. Ortalama puanlar, erkek internet kullanicilarin (=23.66) kadin kullanicilara (=20.86) gére
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daha avantajli oldugunu gostermektedir. Bu sonug, erkek internet kullanicilarinin sanal nefretle
karsilastiklarinda, kadinlara kiyasla ne yapmalari gerektiginin daha fazla farkinda olduklarini
gostermektedir. Egitim durumu degiskeni igindeki varyansin kaynagini gérmek igin yapilan LSD testinin
sonuglari, lisans mezunu katihmcilarin puanlarinin (=21.60) yilksek lisans mezunu katilimcilarin
puanlarindan (=17.52) anlaml olarak daha ylksek oldugunu gostermistir. Bunun yaninda lisans
o6grenimine devam eden katiimcilarin puanlarinin (=23.20) lisans mezunu ve yiksek lisans mezunu
katiimcilarin puanlarindan daha yuksek oldugu goriilmistiir. Analizler sonucunda, sosyo-ekonomik
durum ve sosyal medya kullanim sikhgi i¢in anlaml herhangi bir bulgu goézlenmemistir. Cinsiyet
degiskeninin katilimcilarin sanal nefrete iliskin farkindalik Gzerindeki roltiniin agikligina ragmen, eta-kare
degerinin asgari diizeyde oldugu gorilmekte, bu da bu degiskenin etkisinin goreceli olarak diisiik oldugu
anlamina gelmektedir. Bagimsiz degiskenlerin karsilikli etkilerinin dnemine gelince; cinsiyet ve SED'in
karsilikli etkilerinin (F=0.22; p>0.05), cinsiyet ve egitim durumunun (F=0.24; p>0.05), cinsiyet ve sosyal
medya kullanim sikhginin (F=1.68; p>0.05), SED ve egitim durumunun (F=1.00; p>0.05) ve SED ve sosyal
medya kullanim sikhginin (F=1.58; p>0.05) anlamli etkisinin olmadigi gorilmektedir. Sunulan bulgular,
katilimcilarin sanal nefret farkindaliklarinin SED'e gore farkhlagmadigini (F=1.34, p>0.05) gostermektedir.
Yani diisiik, orta veya yiiksek diizeylerde sosyo-ekonomik diizeylere sahip olmak internet kullanicilar
arasinda sanal nefrete nasil tepki verdikleri konusunda bilgi farkhligina (sanal nefret farkindalgina) yol
acmamaktadir. Benzer sekilde katiimcilarin sosyal medyayi sik/ara sira/nadiren kullanmalari ya da hig
kullanmamalari onlarin sanal nefret farkindaligina anlamli bir etkide bulunmamaktadir.

Cinsiyet, kultlr ve egitim durumlarina iliskin istatistiksel analiz sonuglarinin genel ¢ikarimlari soyle
Ozetlenebilir; erkek internet kullanicilarinin sanal nefretle ilgili farkindaliklari, kadinlara goére daha
yiiksek, Tirk internet kullanicilarinin sanal nefretle ilgili farkindaliklari da Amerikan internet
kullanicilarindan daha ylksektir. Son olarak, lisans 6grencisi katihmcilarinin sanal nefretle ilgili
farkindalklari yiiksek lisans mezunlarindan, yiiksek lisans mezunlarinin ise lisans mezunlarindan daha
ylksek oldugu gorilmustir. Ek olarak; bulgular, sanal nefret farkindaliginin SED ve sosyal medya
kullanim sikligi agisindan herhangi bir farkliiga neden olmadigini ortaya koymustur. Bu bulgular bir
sonraki bolimde tartigilacaktir.

Tartisma ve Sonug

Bu calisma, yiksekégretim diizeyindeki internet kullanicilarinin ilke, cinsiyet, sosyo-ekonomik
durum, egitim durumu ve sosyal medya kullanim sikligi gibi ¢esitli degiskenlere bagli olarak sanal nefret
farkindaliklarini belirlemek amaciyla yapilmistir. Bu boélimde, arastirma sorulari dogrultusunda elde
edilen bulgular tizerine yogunlasiimistir. Arastirmanin ilk sorusu, katilimci internet kullanicilarinin sanal
nefret ile miicadelede belirli eylemlerin ne kadar farkinda olduklarini belirlemekti. Analizden ¢ikan en
belirgin bulgu, katilimcilarin biyik bir cogunlugunun sanal nefretten haberdar olmadiklari ve kendilerini
cevrimigi olarak irkgi, ayrimci, istismar edici ya da taciz edici davraniglardan korumak konusunda etkili bir
sekilde miicadele etmek igin gerekli bilgi ve becerilere sahip olmadiklari yéniindedir. Bu sonug, egitim ve
artan sanal nefrete yonelik farkindalik yaratma arasindaki iliskinin teyidini, yani katiimcilarin kesin bir
sanal nefret anlayisina sahip olmadigl ve bunun hakkinda daha fazla bilgi edinmek i¢in hicbir egitim
almadig gercegiyle aciklanabilir. Calismalar; demokrasi, insan haklari, medya egitimi ve Internet
okuryazarligi dahil olmak lizere, genc internet kullanicilari i¢in sanal nefret farkindalik yaratma ve bunun
riskleri konusunda egitimin 6nemine dikkat ¢ekmistir (Gojkovic & Gomes, 2012; Stoddard, 2014). Bu
sonug, Thompson ve Edward’in (2004) egitim programlarinin 6grencilere, potansiyel ve yeni ortaya cikan
bilginin iletisim teknolojilerinin etik sorunlardan daha fazla haberdar olmalari igin etik, mesleki ve yasal
konulara odaklanan gesitli 6gretim programlari sunmasi gerektigini dneren bulgularini desteklemektedir.

internet kullanicilarinin, sanal nefretle micadele konusundaki bilgi eksikligine iliskin olarak,
Gagliardone, Gal, Alves ve Martinez (2015), neredeyse tim kurum ve girisimlerin sanal nefret sorununu
ele almak igin ¢ egitim hedefine odaklandiklarini belirtmektedir: bilgi vermek, analiz etmek ve
ylzlesmek. Bilgi asamasi; onunla ilgili bilgileri ileterek ve yayarak sanal nefrete ve sonuglarina yonelik
farkindalik yaratmaya vurgu yapmaktadir. ikinci egitim hedefi olan analiz etmek; sanal nefreti ve onun
cesitli bicimleri olan irkeilik, bagnazlk, cinsiyetcilik, homofobi ve ortaya ¢ikan diger c¢oklu bigimleri
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tanimlama, degerlendirme ve raporlama yontemlerine odaklanmaktadir. “Eylem (Yiizlesmek)” hedefi ise
egitimciler, blog yazarlari, gazeteciler icin 6gretim materyalleri ve ders planlari gelistirme, egitim
oturumlari diizenleme ve sivil toplum kuruluslari icin medya izleme politikalari 6nerme gibi 6zel eylemler
gerceklestirerek bireylerin sanal nefrete tepki vermelerini tesvik etmeyi amaclamaktadir.

Medya Farkindalik Agi (2012) tarafindan yayinlanan raporda, gengligi korumak igin filtreleme yazihmi
kullaniimasiyla, filtrelerden geg¢mek igin tasarlanmis bircok nefret dolu materyalin sizmasina yol
acabilecegi belirtilmektedir. Bu nedenle, gengleri sanal nefrete karsi miicadelelerinde desteklemenin en
iyi yolu, onlari bu materyallerle karsilasmadan once yeterli bilgi ile donatmaktir. Bu noktada dijital
okuryazarlik, 6nyargili ve dogru icerik arasinda nasil ayrim yapilacagina dair bir anlayis olusturmak ya da
cevrimici gordikleri herhangi bir bilgiden emin olma konusunda kaynaklari dogrulamak en 6nemli
araglardan biridir. Hosgord, isbirligi ve ¢atisma ¢6zimini destekleyen egitim programlari da sanal
nefreti yenmek ve bunun toplum icin zararli sonuglarini azaltmak icin pedagojik araglar olarak
onerilmektedir.

internet kullanicilarinin, cinsiyetlerine gére sanal nefrete nasil tepki verdiklerine iliskin bilgilerine
odaklanan arastirma sorusu kapsaminda, arastirmaya katilan erkek internet kullanicilari kadinlar ile
karsilastirildiginda sanal nefrete karsi ne yapmalari gerektiginin ¢ok daha fazla farkinda olduklari tespit
edilmistir. Bu sonug, Celik (2019)’in arastirma bulgulari ile ortismektedir. Bunun olasi bir agiklamasi
olarak; erkek kullanicilarin, nefret iceriginin son derece yaygin oldugu cevrimici oyunlar veya tartisma
ortamlari gibi eglence amach ¢evrimici ortamlarda daha fazla zaman gecirmeleri gosterilebilir. Bir diger
dénemli bulgu, Tirk internet kullanicilarinin sanal nefrete verdikleri tepkilere dair bilgilerinin ABD’deki
katimcilardan daha yiksek oldugu seklindedir. Bu sonug, 2015 yilinda Dijital, Sosyal ve Mobil'de
raporlastirilan ve toplam niifusun 76 milyon oldugu (wearesocial.net) Ulkede Tirk vatandaslarinin
yarisindan fazlasinin (yaklasik 40 milyon) internet'i aktif olarak kullandigi gergegiyle aciklanabilir. Buna ek
olarak, ayni raporda 40 milyon sosyal medya ve 26 milyon Facebook hesabi bulunan Tiirk internet
kullanicilarinin, Avrupal akranlarindan daha fazla sosyal medyada bulunduklarina dikkat cekiliyor.
Bununla birlikte, baska olasi aciklamalar da mevcuttur. Ornegin, Tiirkiye’nin jeopolitik giindemi, son
yillarda toplumun c¢esitli boyutlarinda meydana gelen siyasi, etnik, dini ve mezhep temelli ¢catismalar
nedeniyle ¢ok yogundur. Bu nedenle bu catismalarin yansimalarinin sanal nefretin lretimine ve
insanlarin bunlara maruz kalmasina yol actigi durumlar séz konusu olabilir. internet kullanicilarinin,
egitim durumlarina gore sanal nefrete nasil tepki verdiklerine iliskin bilgilerini gosteren bulgular
incelendiginde; tiim egitim gruplari iginde en yiksek farkindalik dizeyinin henliz 6grenimine devam
eden Ogrencilerde oldugu 6onemli bir bulgu olarak ortaya gikmaktadir. Bu durumun nedeni olarak;
dgrencilerin interneti 6grenim siireclerinin ayrilmaz bir pargasi olarak kullanmalarinin yaninda arastirma
grubunun en geng Uyeleri olmalar agisindan internetin sosyal hayatlarinin da vazgecilmez bir araci
olmasindan dolayi farkl ortamlarda sanal nefrete daha fazla maruz kalmalari gosterilebilir.

Calismanin bulgulari, katilimcilarin farkh sikliklarda sosyal medya kullanmalarinin sanal nefretle ilgili
farkindalklari agisindan bir fark olusturmadigini gostermektedir. Bu durum sanal nefrete iliskin
farkindahgin sadece “sosyal medya kullanim sikligl” ile agiklanamayacak olmasi seklinde ifade edilebilir.
Bu tir bir agiklama, siklik kavramiyla degil de kullanilan sosyal medya ortamina, amacina ve sadece
sosyal medya araclarinda degil internette harcanan zamana gore farklilasmasinin daha olasi oldugu
sonucuna ulasilabilir. Bulgular ayni zamanda disuk, orta ve yliksek sosyo-ekonomik diizeylere sahip
katiimcilar arasinda sanal nefretle ilgili farkindaliklari agisindan bir fark olmadigini da ortaya koymustur.
Ucretsiz Wi-Fi teknolojileri, mobil veri tasarimlari (internet erisimi dahil), internet kafeler (Tiirkiye'de son
derece yaygin olan) ve nispeten daha ucuz fiyatlar, internet kullanicilarinin hem Tirkiye'de hem de
ABD'de sosyal medyaya ve diger ¢evrimici ortamlara erismesine yardimci olmaktadir.

Bu ¢alismanin basinda sorulan soruya dénersek, bu arastirmaya katilan internet kullanicilarinin sanal
nefrete nasil tepki verdiklerine dair bilgilerinin oldukga disilik oldugunu belirtmek miimk{indir. Cinsiyete
dayal bir bakis agisiyla arastirma bulgulari, erkek katilimcilarin sanal nefret farkindaliklarinin kadin
katilimcilara oranla anlamli dlgliide daha fazla oldugu gorilmistiir. Demokrasinin yerlestigi bir llkede
yasayan katilimcilarin, siyasal olarak kutuplasmis ve etnik ¢atismalarin oldugu bir toplumda yasayan
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internet kullanicilarindan daha az sanal nefretin farkinda olduklari gériilmistiir. SED’in ve sosyal medya
kullanim sikliginin internet kullanicilarinin sanal nefrete nasil tepki verdikleriyle ilgili bilgilerinin tahmin
edilmesinde ilgisiz faktérler oldugu gorilmustir. Bunun yaninda egitim durumlarinin sanal nefrete nasil
tepki verdiklerine iliskin bilgilerini gésteren bulgular incelendiginde; tiim egitim gruplari icinde en ylksek
farkindalk diizeyinin henliz 6grenimine devam eden lisans 6grencilerinde daha sonra ise lisans mezunu
internet kullanicilarinda oldugu gériilmistir.

Tdm bu bulgular, sanal nefretin filtrelenmesinde farkindaligin arttirilmasinin ve gengler igin risklerinin
azaltilmasinin ne kadar 6nemli etkisi oldugunu gostermektedir. Bu konuyu “Dijital yerliler” in geng
nesillerine sanal nefrete yonelik egitim programlari saglayarak, bu tiir davranislarda bulunan insanlarin
sayisini azaltarak ve toplumun igindeki tutumlari degistirerek sanal nefretin kabul edilemez oldugu
temelinde ele alabiliriz. Bu, ayni zamanda insanlari ¢cevrimici ve ¢evrimdisi nefretleri yaymaya yonelten
sosyo-psikolojik nedenlerin kaldirilmasina da yardimci olacaktir. Sanal nefretle micadelede basaril
olabilmek igin internet kullanicilarinin proaktif bir rol {stlenerek sanal nefretin yayginlasmasini nasil
durdurabileceklerini anlamalari ve 6grenmeleri gerekir. Bu nedenle egitim paydaslari sanal nefretle
miicadelede ve farkindalik yaratma-yikseltme materyalleri gelistirme konusunda ¢ok yonla fikirler
bulmak icin daha verimli bir sekilde isbirlikleri yapmalidirlar. Bu anlamda, internet okuryazarligi
miifredati hem gocuklari hem de gengleri internet'te ortaya ¢ikan konulari anlamalarina, kendilerini
korumalarina ve herhangi bir suiistimal meydana geldiginde nasil tepki gostereceklerini bilmeye tesvik
etmek icin etkili bir arag olarak karsimiza ¢ikmaktadir. Ebeveynler, cocuklarina elektronik haberlesmeleri
givenli ve sorumlu bir sekilde kullanmalarini 6gretmeli, cocuklarini sanal nefreti taniyabilmeleri igin
hazirlamali ve gcocuklarinin sanal nefret aktivitesinin failleri olmadigindan emin olmalidirlar.

Hala sanal nefret ve onun toplum (zerindeki etkileri hakkinda yanitlanmamis bir¢cok soru
bulunmaktadir. Baska arastirmalar, medya okuryazarligi ile sanal nefrete nasil tepki gosterilecegi bilgisi
arasindaki iligkileri de incelemelidir. Ayrica internet kullanicilarinin gergek sanal nefret deneyimlerini ve
nefret yayan gruplarin ve topluluklarinin yapisini ve davranislarini incelemek de ¢ok 6nemli olacaktir.

Mevcut arastirma nicel verilerle ve yas yoniinden daraltilmis bir katilimci profiliyle sinirh oldugundan,
nitel verilere daha fazla odaklanan ve daha genis bantli yas profili olan arastirmalarin gelecekte yapilmasi
dnerilmektedir. Calismanin sinirhhig  olarak Amerika Birlesik Devletleri'nde yasayan Internet
kullanicilarinin  gevrimigi bir ankete yanit vererek arastirmaya katilmalari nedeniyle, bu katilimci
profillerinin Amerikan niifus 6zelliklerini yansittigini ileri sirmenin zorlugu goésterilebilir. Arastirmanin bir
diger sinirliligl, 6z bildirim 6lgme aracinin kullanilmis olmasidir. Sanal nefret gibi hassas bir konuda
katilimcilarin yanitlar ictenlikle verme egiliminde olmayabilecegi konusu gbz oniine alindiginda, bu
durumun bir sinirlilik oldugu ileri strilebilir. Bu baglamda benzer g¢alismalarin farkli 6lgme araglariyla ve
farkh degiskenlerle yiritilmesi dnerilmektedir.
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Appendix 1

CYBERHATE AWARENESS SCALE
Dear Participants,

This research aims to explore cyberhate. The Instrument below consists of statements aimed at
evaluating individuals’ awareness of hate content on Internet. The term ‘cyber’ refers to internet, social
media, and other related technologies and services. The term ‘hate’ indicates hatred, dislike, and
discrimination toward people with a specific ethnic identity, religion, gender, sexual preference,
disability, age, political view, etc.

Please read each statement carefully before selecting the most appropriate option. Please make
sure to express your perceptions and experiences thoroughly, frankly, and openly).

1. Age:

2. Gender: Female () Male ()

3. What is your annual family income:
<$25,000 USD () $25,000-75,000 () >$75,000 ()

4. What is your current degree program / earned degree:
Undergraduate ( ) Bachelors( ) Masters( ) Ph.D( )

5. Social Media use level/frequency:
Never () Only a few times per month ()
Only a few times per week () Multiple times per day ()

s § 3
g
o
6. | know what to do in general when | come across online hate content. () () ()
7. | know what to do when | come across online hate content spread () () ()
anonymously.
8. | know what to do when | come across online hate content spread by () () ()
named individuals.
9. | know what | should do when | come across a hateful video online. () () ()
10. | know what | should do when | come across a hateful group in a social () () ()
networking site.
11. | know what | should do when | come across a hateful blog post or () () ()
personal web page.
12. | know what | should do when | come across anti-Semitic, racist or () () ()
homophobic results when using a search engine.
13. | know what | should do when | come across anti-Semitic, () () ()
homophobic, or racist books or products on mainstream sites, such as
eBay, Amazon.com, or Barnes & Noble.
14. | understand what motivates users to post online hate messages. () () ()
15. | know what | should do when | receive abusive e-mails. () () ()
16. | know how to avoid receiving abusive e-mails. () () ()
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17.

18.

19.
20.

21.

22.

23.

24.

I know how to avoid being exposed to cyberhate in social networking
sites.

| know how to stop someone from posting my private information
online.

| know how to protect my children online, as a parent.

| know what | should do when | receive an online threat, suspect | am
being stalked, or suspect | am being targeted for theft.

As a website owner/admin, | know how to prevent hate content in my
online web site/space.

As a website owner/admin, | know how to inform/warn people
against cyberhate using my own online environment.

As a website owner/admin, | know how to remove reported hate
content from my online space/environment.

| can determine whether a web content in legal or not in terms of
cyberhate.

()
()

()
()
()
()
()

()
()

()
()
()
()
()

()
()

()
()
()
()
()

474



CELIK & KARDAS iSLER — Cukurova Universitesi Egitim Fakiiltesi Dergisi, 49(1), 2020, 451-476

Ek 1
SANAL NEFRET FARKINDALIK OLCEGI
Degerli katilimcilar,

Bu arastirma sanal nefret farkindalgini incelemek icin yapilmaktadir. Asagida verilen 6lgek, insanlarin
sanal ortamlarda karsilastiklari nefret sdylemlerine donik farkindaliklarini iceren ifadelerden
olusmaktadir. ifadelerde gecen ‘sanal ortam’ s6zciigii ile internette (cevrimici) bulunulan tiim ortamlar;
nefret s6zclgu ile ise etnik kimlige, inanca ve degerlere karsi yapilan her tirlG ayrimci icerik ve saldiri
kast edilmektedir. Lutfen her bir ifadeyi dikkatlice okuyunuz ve yanitlanmamis madde birakmayiniz.
Okudugunuz ifadelere doniik somut (teknik ve hukuki) BiLGi YETERLIGiNizi ifadelerin yanindaki
seceneklerden yalnizca birini isaretleyerek belirtiniz. Sizden beklenen goris ve diisiincelerinizi i¢tenlikle
belirtmenizdir. Kisisel bilgileriniz tamamen sakli tutulacaktir.

Lutfen ( ) isaretinin icine veya ilgili bolime size uygun olan tanimlama igin X isareti koyunuz.
Katkilarinizdan dolayi tesekkiir ederim.

Bu arastirma konusunda bilgilendirildim. Arastirmaya katilmayi kabul ediyorum.
Evet ( ) Hayir ()

1. Yas: ...

2. Cinsiyet: Kadin () Erkek ( )

3. Aile gelir diizeyi: 2000 TLve Alti( ) 2000-4000 TL Arasi ( ) 4000 TL ve Ustii ()
4. Mezuniyet: Lisans Ogrencisi ( ) Lisans ( ) Yiiksek Lisans () Doktora ()

5. Sosyal medya kullanim diizeyinizi belirtiniz:

Hic kullanmam ( ) Ayda birkag kez kullanirim ()
Haftada birkag¢ kez kullanirim ( ) Gunde birkag kez kullanirim ( )
m
]
N
3
6. Nefret soylemi iceren bir web sayfasi ile karsilastigimda ne yapmam gerektigi konusunda yeterince () () ()
bilgi sahibi oldugumu disiniyorum.
7. Nefret soylemi iceren ve igerik sunan kisilerin belirlenemedigi bir ortam ile karsilastigimda ne () () ()
yapmam gerektigi konusunda yeterince bilgi sahibi oldugumu distintiyorum.
8. Nefret séylemi igeren videonun paylasildigi bir web ortami ile karsilastigimda ne yapmam gerektigi () () ()
konusunda yeterince bilgi sahibi oldugumu disliniiyorum.
9. Kullanicilarin nefret icerikli paylasimlar yaptiklari bir sosyal paylasim grubu veya ortami ile () () ()
karsilastigimda ne yapmam gerektigi konusunda yeterince bilgi sahibi oldugumu distinGyorum.
10. Nefret soylemi iceren bir ag gunligu (blog, kisisel web sayfasi) ile karsilastigimda ne yapmam () () ()

gerektigi konusunda yeterince bilgi sahibi oldugumu distntyorum.

11. Cevrimici ortamlardaki forumlarda veya paylasimlarin yorumlar veya mesajlar kisimlarinda nefret () ()
soylemlerine maruz kalirsam ne yapmam gerektigi konusunda yeterince bilgi sahibi oldugumu
distniyorum.
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12. Bir arama motoru kullanarak arama yaptigimda nefret icerikli ortam ve mesajlarla karsilastigimda
ne yapmam gerektigi konusunda yeterince bilgi sahibi oldugumu dustiniyorum.

13._sahibinden.com, hepsiburada.com, idefix.com, pandora.com gibi ana akim (popiiler) web
sitelerinde nefret igerikli kitap ve Urinlerle karsilastigimda ne yapmam gerektigi konusunda yeterince
bilgi sahibi oldugumu disliniyorum.

14. Saldirgan (nefret iceren) e-postalar aldigimda ne yapmam gerektigi konusunda yeterince bilgi
sahibi oldugumu distinilyorum.

15. Saldirgan (nefret iceren) e-postalar almamak icin ne yapmam gerektigi ile ilgili yeterince bilgi
sahibi oldugumu diisiinilyorum.

16. Cevrimici ortamlardaki forum ortamlarinda veya paylasimlarin yorumlar veya mesajlar
kisimlarinda nefret sdylemlerine maruz kalmamak igin ne yapmam gerektigi konusunda yeterince
bilgi sahibi oldugumu disiniyorum.

17. Bir ebeveyn olarak ¢ocuklarimi ¢evrimici ortamlarda nasil koruyacagim konusunda yeterince bilgi
sahibi oldugumu diisiinilyorum.

18. internette bana ait iceriklerin nefret amagl paylasilmasina déniik girisimleri engellemek igin ne
yapmam gerektigi konusunda yeterince bilgi sahibi oldugumu diistintiyorum.

19. Cevrimici tehditlere maruz kalirsam ne yapmam gerektigi konusunda yeterince bilgi sahibi
oldugumu disliniyorum.

20. Sahibi/Yoneticisi oldugum ¢evrimici ortamlarda nefret icerikli séylemleri nasil engelleyebilecegim
konusunda yeterince bilgi sahibi oldugumu distintiyorum.

21. Sahibi/Y6neticisi oldugum c¢evrimici ortamlarda kullanicilari nefret icerikli ortamlara karsi nasil
uyarmam ve bilgilendirmem gerektigi konusunda yeterince bilgi sahibi oldugumu dislinliyorum.

22. Sahibi/Yo6neticisi oldugum cevrimici ortamlarda rapor edilen nefrete dayal icerikleri nasil
kaldiracagimi biliyorum.

23. isimleri bilinen kisilerin yaydigi cevrimici nefret icerigiyle karsilastiZimda ne yapmam gerektigi
konusunda yeterince bilgi sahibi oldugunu disliniyorum.

24. Bir web iceriginin sanal nefret bakimindan yasal olup olmadigini belirleyebilecek bilgiye sahip
oldugumu duslintiyorum.

()

()
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