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A Substitution-Box Structure Based on Solar Panel Data
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Abstract: The demonstration that the nonlinearity criterion of substitution box (s-box) structures based on the random selection
principle can be improved through post-processing techniques has created a new research area. The necessity of obtaining sbox
structures that can be given as input to these post-processing algorithms has emerged. In this study, a study was carried out on
how to obtain sbox structures based on solar panel data. The cryptological properties of the obtained sbox structures were tested
using five basic evaluation metrics and compared with similar studies in the literature. The successful results indicated that
these outputs may have various practical applications in the future.
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Giines Paneli Verilerine Dayah ikame Kutusu Yapisi

Oz: Rasgele segim prensibine dayali ikame kutusu yapilarmim dogrusal olmama 6lgiitiiniin son islem teknikleri araciligi ile
tyilestirilebileceginin gosterilmesi yeni bir arastirma alan1 dogurmustur. Bu son islem algoritmalarina giris olarak verilebilecek
ikame kutusu yapilarinin elde edilmesi gerekliligi ortaya ¢ikmustir. Bu calismada giines paneli verileri temel alinarak ikame
kutusu yapilarinin nasil elde edilebilecegine iliskin bir ¢alisma gerceklestirilmistir. Elde edilen ikame kutusu yapilarinin
kriptolojik ozellikleri bes temel degerlendirme metrigi kullanilarak test edilmis ve literatiirdeki benzer calismalar ile
kiyaslanmistir. Elde edilen basarili sonuglar bu ¢iktilarin ileride ¢esitli pratik uygulamalara sahip olabilecegine isaret etmistir.

Anahtar kelimeler: Ikame kutusu, blok sifreleme, kaos, rastgele segim.
1. Introduction

In the last two decades, chaos-based encryption has been one of the most striking topics among the practical
applications of chaotic systems. There are thousands of studies in the literature. However, when these studies are
examined, two main categories come to the fore. The studies in the first category propose new encryption protocols
that use the rich randomness dynamics of chaotic systems, while the studies in the second category analyze the
security weaknesses of the proposals in this first category [1]. These two opposite situations cause many
researchers to approach chaos-based cryptology with suspicion. Recently, in order to address these problems,
researchers have carried out various studies to improve the cryptographic characteristics of chaotic systems with
the help of optimization algorithms, to transform the outputs obtained by physical unclonable functions and various
post-processing techniques into practical applications in cryptography [2]. These studies have been shown that
cryptographically more successful designs can be obtained using post-processing algorithms [3].

A remarkable study among these post-processing algorithms aims to improve the nonlinearity value of
substitution-box (s-box) structures [4, 5] as much as possible. The design logic of the post-processing algorithm is
based on the principle of obtaining a new s-box table by swapping two selected cell values each time. If the
nonlinearity value of the new s-box whose cell positions are changed is higher than the nonlinearity value of the
previous s-box, the new s-box structure is used in the next step. Otherwise, two different cells are selected and
their values are changed. In optimization algorithms, nature is generally imitated in the selection process. In the
proposed post-processing algorithm, cells are selected sequentially. This selection logic makes the process much
easier than optimization algorithms. Since the proposed algorithm is based on the principle of applying a post-
processing technique to a random selection-based s-box structure with low nonlinearity value, instead of focusing
on complex optimization processes, it both improves the nonlinearity value and gives fast results [3]. After the
successful results of the post-processing technique, a new field of study has emerged. S-box datasets with average
nonlinearity value produced according to the random selection principle to be given as input to the post-processing
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algorithm are needed. This study aims to produce a dataset that can serve this purpose. Original aspect of the study
is that a photovoltaic (PV) solar panel energy generation data is used as the randomness source.

2. Random Selection Based S-box Generator Program

There are many studies published based on the random selection principle. Ref. [6] study can be examined for
the basic design approaches used in the literature and the metrics that are the evaluation criteria in these studies.
Since the aim of this study is to generate s-box structures with nonlinearity values close to the mean (103-106), a
program was used. This program uses chaotic systems as entropy sources. In this study, PV data is taken as the
basis as the entropy source. In Figure 1, various visuals of the interfaces of this program are presented. The program
has a simple use. In addition to a promotional video.

o mnaan A - = ey
¥ Sbox Analyzer ) - S
file Help About *? Res
it
i s |
|
Nonknearsty Stnct Avelanche Crtenon
Minimum Vahse
17 Sbox Based on Discrete Time Chaotic System S ek
Meomum Ve Meaamum Velue
Chaotc System
Logstic Mop @ Circle Map Sine Map Average Vo Average Value
” Yotnd
[Generat ]~ Save Detad Dets
2 Bit Independence Cntenon Input'Output XOR Distribution
BIC-SA Minimum Value
BIC-Nonknearty Maomum Value
Detod Detod
242 43 254 152 124 70 189 (195 92 144 12 244 63 9 203 | PRINT SAVE
2 2501 1681 118 4 a S £ 13118 54 110 -t

(b)
Figure 1. Screenshots for the s-box generator and analysis parts of the program

The link in Ref. [7], there is a dataset that has been shared publicly. A cryptographic protocol will be developed
based on the file named "EXPORT TenMinData - Substation Voltages". The suitability of the data we examined
as an entropy source will be analyzed in this study. For example, aim of study is that to generate the s-box using
the "Substation VA Filtered" data in the 11th column of the file. S-box is a transform table that replaces the
original data with encrypted data that the attacker cannot understand. If the data has a high entropy, a strong
transformation table will be obtained. In other words, we will use the data itself to encrypt the data. In this way,
we will be able to address the problems related to General Data Protection Regulation (GDPR). Only the person
or persons with the original data will be able to open the encrypted data. The general view of file is shown in
Figure 2.

EXPORT TenMinData - Substation Voltages

1 lon datetime t_date ttime dy dm dd dw th tm tion_VA_Filtered ion_VB_Filtered tion_VC_Filtered ion_thdVA_Filtered ion_thdVB_Filte
2 in Close | 2014-06-10 02:10:00 2014-06-10 | 02:10:00 2014 6 10 2 2| 10 245.976 247.926 247.344 3.511 3.
3 in Close | 2014-06-10 02:20:00 2014-06-10 | 02:20:00 2014 6 10 2 2| 20 246.162 248.012 247.536 3.397 3.
4 in Close | 2014-06-10 02:30:00 2014-06-10 02:30:00 2014 6 10 2 2 30 246.120 247.995 247.391 3.354 3.
5 in Close | 2014-06-10 02:40:00 2014-06-10  02:40:00 2014 6 10 2 2 40 245.911 247.778 247115 3.323 3.
6 in Close | 2014-06-10 02:50:00 2014-06-10 | 02:50:00 2014 6 10 2 2 50 246.085 248.020 247.427 3.380 3.
7 in Close | 2014-06-10 03:00:00 2014-06-10 | 03:00:00 2014 6 10 2 3 0 246.015 247.916 247.450 3.327 3.
8 in Close | 2014-06-10 03:10:00  2014-06-10 | 03:10:00 2014 6 10 2 3| 10 246.256 248197 247.636 3.302 2.
9 in Close | 2014-06-10 03:20:00 2014-06-10 | 03:20:00 2014 6 10 2 3| 20 246.098 247.881 247.575 3.424 3.
10 nClose | 2014-06-10 03:30:00 2014-06-10 | 03:30:00 2014 6 10 2 3| 30 246.674 248.663 248.458 3.237 2.
1 in Close | 2014-06-10 03:40:00 2014-06-10 | 03:40:00 2014 6 10 2 3| 40 246.644 248.460 248.405 3.374 3.
12 nClose | 2014-06-10 03:50:00 2014-06-10 | 03:50:00 2014 6 10 2 3 50 246.418 248.282 247.961 3.469 3.
13 nClose | 2014-06-10 04:00:00  2014-06-10 | 04:00:00 2014 6 10 2 4 0 246.392 248.366 248.132 3.427 3.
14 nClose | 2014-06-10 04:10:00  2014-06-10 | 04:10:00 2014 6 10 2 4 10 245.883 247.718 247.659 3.295 2.

Figure 2. The general view of “Substation VA Filtered” file
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3. Generated S-box Structure

A simple mod operation is used to generate sbox structures from the dataset. Since the mod function is a one-
way function, it will have several advantages in the process of hashing the data. The 11th column of the dataset is
named Substation VA Filtered. The last three digits of the data in this column are used. To produce a 16x16 s-
box, values are mapped between 0 and 255 by applying mod 256 to the last three digits. For example, the last three
digits of the first value of this column have the value 975. Since 976%256=208, this value is assigned to the first
cell of the s-box structure. This process is continued by selecting a new value until the entire table is full, and the
data producing the same values are ignored. In this way, the bijective feature, which is the most basic requirement
for s-box structures, is guaranteed [8, 9]. The first s-box structure obtained from the dataset and the output of the
analysis program are shown in Figure 3.
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Figure 3. Generated s-box and analysis results

The other four generally accepted properties for s-box structures are the strict avalanche criterion, independence
of input and output bits, nonlinearity, and XOR distribution table showing resistance to differential attacks,
respectively. For more details on these criteria and their mathematical expression, see Ref. [4, 5, 8] can be
examined. More detailed reports can be generated for these four evaluation criteria using the analysis program.
The general view of the detailed analysis report for the s-box structure produced in Figure 3 is given in Figure 4.

‘SBOX ANALYSIS RESULTS

Nonlinearity Values
102 106 104 106 108 102 102 108
Strict Avalanche Values

0,4531 0,4688 0,4531 0,5156 0,5781 0,5625 0,5  0,5156
0,5312 0,5156 0,4688 0,4688 0,5156 0,4844 0,4844 0,4531

0,5469 0,3906 0,4531 0,5469 0,5312 0,4844 0,4219 0,4844 BIC SAC Values

05 0578105 0484405 0578105156 0,4688 0 0,4844 0,5293 0,4902 0,498 0,4863 0,4961 0,459
03544 0,656 0,454 08004 05 05315 04658 05156 048440 0498 0,5039 0,4746 0,5098 0,4922 0,5
0,4375 0,4688 0,4688 0,5  0,53120,3906 0,5  0,4844 0,5293 0,498 0 0,5352 0,5 0,4824 0,5156 0,5273
046880546905 048440531205  0,5156 0,484 0,4902 0,5039 0,5352 0 0,4922 0,5039 0,4922 0,5039

0,498 0,4746 0,5 0,4922 0 0,5254 0,498 0,4688

gpuf/OtlﬁlmefJ‘F:]Dislriguﬁon Table 0,4863 0,5098 0,4824 0,5039 0,5254 0 0,5234 0,5039

L L 0,4961 0,4922 0,5156 0,4922 0,498 0,5234 0 0,4688

6 8 6 6 6 8 8 6 6 6 1 & 6 & 6 6 0,459 0,5  0,5273 0,5039 0,4688 0,5039 0,4688 0
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106 104 98 100 0 106 102 104
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Figure 4. The general view of the detailed analysis report
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Acceptable values for other analysis metrics shown in Figure 4 are summarized below.
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A value of 0.5 is accepted as the ideal value for the strict avalanche criterion (SAC).

For nonlinearity measurement, the value 112 is the highest value that can be reached.
The BIC (independence of input and output bits) value is reconsidering the input-output relationship
for the SAC and nonlinearity criteria.
In the XOR distribution table, the highest value among the calculated values is desired to be as small

as possible.

4. Performance Comparisons

Performance comparisons of s-box structure in Figure 3 with some studies previously published in the
literature are given in Table 1. When compared to chaos-based s-box structures, two criteria come to the fore. these
are nonlinearity and XOR distributions. The other two criteria are very close to acceptable values. It is an advantage
that it has a higher nonlinearity value compared to many studies and is smaller in XOR value than many other

structures.
Table 1. Performance comparisons
Sobox Strict Avalanche Criterion Nonlinearity (NL) I\Iﬁ‘)";“gg B'tCI:i‘::fi‘:;de““
avg max min min max avg SAC NL
Ref. [10] 0.5022 0.5781 0.4063 100 110 105.5 32 0.4983 107
Ref. [11] 0.4926 0.5937 0.4062 98 110 105.5 32 0.4994 105.7
Ref. [12] 0.5010 0.6094 0.4063 102 110 105.5 12 0.4988 104.3
Ref. [13] 0.5056 0.5781 0.4375 102 108 1053 10 0.4971 104
Ref. [14] 0.5059 0.5781 0.4063 102 108 105.2 12 0.5013 104.3
Ref. [15] 0.4987 0.5469 0.4531 104 108 105.25 10 0.4990 102.6
Ref. [16] 0.5037 0.5625 0.4375 102 108 105.25 10 0.4994 102.6
Ref. [17] 0.5073 0.6094 0.4062 98 108 105.25 10 0.4986 103,86
Ref. [18] 0.5012 0.5938 0.4063 104 106 105 10 0.4994 103.4
Ref. [19] 0.5046 0.6093 0.4750 102 106 105 10 0.5004 103.6
Ref. [20] 0.4990 0.5850 0.4290 100 107 104.8 12 0.4890 104.7
Proposed 0.5027 0.6562 0.3906 102 108 104.7 12 0.4987 103
Ref. [21] 0.4037 0.5938 0.3906 100 108 104.7 32 0.4965 105
Ref. [22] 0.5056 0.5937 0.3906 102 108 104.7 12 0.5021 104.1
Ref. [23] 0.4978 0.6093 0.4218 100 108 104.75 12 0.5009 103,6
Ref. [24] 0.4982 0.5781 0.4218 100 108 104.7 10 0.4942 103.1
Ref. [25] 0.5034 0.5938 0.3906 102 108 104.7 10 0.4972 103.3
Ref. [26] 0.498 0.6406 0.4219 102 108 104.5 12 0.5013 104.6
Ref. [27] 0.4980 0.6093 0.3750 102 106 104 10 0.4971 103.2
Ref. [28] 0.5026 0.5781 0.3906 100 106 104 10 0.5033 103.2
Ref. [29] 0.5 - - - - 104 10 0.498 102.8
Ref. [30] 0.4954 0.6094 0.2813 98 108 104 12 0.4967 102
Ref. [31] 0.4946 0.6250 0.3750 100 106 104 10 0.4990 102.5
Ref. [32] 0.5018 0.5175 0.4825 102 106 104 10 0.5019 103.5
Ref. [33] 0.5039 0.6093 0.4218 98 108 104 12 0.5078 104
Ref. [34] 0.5058 0.5781 0.3906 101 108 103.8 14 0.4958 102.6
Ref. [35] 0.5036 0.6328 0.4140 101 106 103.8 10 0.5037 103.4
Ref. [36] 0.4987 0.6015 0.4140 99 106 103.3 10 0.4995 103.3
Ref. [37] 0.5058 0.625 0.4062 99 106 103.3 12 0.5037 103.6
Ref. [38] 0.5058 0.5975 0.3671 98 108 103.2 12 0.5031 104.2
Ref. [39] 0.5048 0.5937 0.4218 100 106 103.2 10 0.5009 103.7
Ref. [40] 0.5039 0.625 0.3906 96 106 103 12 0.5010 100.3
Ref. [41] 0.5 0.6093 0.4218 100 106 103 14 0.5024 103.1
Ref. [42] 0.5012 0.5937 0.4062 98 108 103 12 0.4988 104.1
Ref. [43] 0.5178 0.6719 0.3906 96 106 102.5 54 0.4026 102.5
Ref. [44] 0.4836 0.6016 0.3281 98 108 102.3 14 0.4992 100
Ref. [45] 0.5059 0.6094 0.4219 96 108 102.25 16 0.5050 103.5
Ref. [46] - - - - - 102 8 - -
Ref. [47] 0.4812 0.625 0.125 84 106 100 16 0.4962 101.9
Ref. [48] 0.4812 0.625 0.125 84 106 100 16 0.4962 101.9
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5. Conclusions

S-box structures are a critical component in the design of cryptological algorithms. Therefore, new s-box designs
should be researched in order to address developing and diversifying attack scenarios and to best meet user
requirements (speed, low memory requirement, simplicity and ease of use). It is known that chaotic s-box
structures have advantages against algebraic and application attacks. However, the low nonlinearity value of these
designs is a problem. Recently, several studies using post-processing algorithms have attempted to address this
problem. The simple structure, fast results and easy implementation of the techniques based on post-processing
method provide a great advantage especially against optimization-based designs [3, 49]. The post-processing
method has been shown to improve the nonlinearity value of an s-box structure with a nonlinearity value of 106.75
to 110 at the end of 12*255%*255 processing steps in the worst-case scenario. The success of the proposed method
becomes more evident when compared to a solution proposal that can be found with optimization algorithms within
a wide search space with a wide range of possibilities.

Initial s-box structure populations are needed to increase the variety of s-box numbers with the proposed post-
processing techniques. In this study, it has been investigated whether solar panel data can be used as an entropy
source in order to meet this need. This dataset contains voltage, current, power, energy, and weather data from
low-voltage substations and domestic premises with high uptake of solar photovoltaic (PV) embedded generation.
Data collected as part of the project run by UK Power Networks. The results obtained on a sample dataset
supported the proposed hypothesis. In the future, it is planned to analyze these results in more detail and to analyze
their success in practical applications.
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