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Abstract: The use of Unmanned Aerial Vehicles (UAV) in every field is increasing rapidly. In order for UAVs to perform
their duties correctly, they must be able to maintain continuous communication with ground stations. The use of WiFi wireless
communication protocol has increased due to its high bandwidth. One of the most important threats that can threaten this type
of communication is Denial of Service (DoS) attacks. In the event of such an attack, the UAV becomes inaccessible and may
crash. Especially when the open port number is known, it becomes much easier to perform attacks that consume the resources
of the drone. In this study, a mechanism is proposed to eliminate or at least mitigate the attack risk. This mechanism enables
UAVs using wireless communication (WiFi) to communicate using TCP over UDP using middleware. In addition, by
periodically changing the UDP open ports with a secret port number sequence known to both parties, it prevents the attacker
from using the open port for a long time and renders the attack ineffective. In this study, the effects of the port hopping method
on UAVs are evaluated. Test results on real systems shows that the proposed system makes the communication system of
UAVs more resistant to DoS attacks by 91.2%.
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Insansiz Hava Araclarin Haberlesmesine Yonelik Saldirilara Yénelik bir Savunma
Mekanizmasi

Oz: insansiz Hava Araglarmin (IHA) her alanda kullanimi hizli bir sekilde artmaktadir. IHA’larm dogru bir sekilde gorevlerini
yerine getirebilmeleri i¢in yer istasyonlar1 ile devamli olarak haberlesmelerini siirdiirebilmeleri gerekir. WiFi kablosuz
haberlesme metodu yiiksek bant genisligi nedeni ile kullanimi artmigstir. Bu haberlesme tipini tehdit edebilecek en dnemli
tehditlerden biri Hizmet Reddi (DoS) saldirilaridir. Bu tip bir saldir1 durumunda THA ulasilmaz olur ve diisebilir. Ozellikle acik
port numarasmin bilinme surumun da dronun kaynaklarini tiiketecek ataklar gergeklestirmek ¢ok daha kolay hale gelir. Bu
tehlikeyi gidermek veya en azindan hafifletmek amaciyla bu ¢alismada bir mekanizma 6nerilmistir. Bu mekanizma kablosuz
haberlesme (WiFi) kullanan THA'larin TCP kullanarak gerceklestigi haberlesmeyi arabir yazilim (middleware) kullamlarak
UDP iizerinden yapmasini saglar. Ayrica UDP agik portlarin iki tarafin bildigi gizli bir port numarasi dizilimi ile periyodik
olarak degistirerek saldirganin acik portu bulmasi durumda uzun siire kullanimimi engeller ve saldirty1 etkisiz kilar. Bu
calismada port atlatma (port hopping) metodunun THA’lar iizerine uygulamasini ve etkileri incelenecektir. Gergek sistemler
iizerinde yapilan testler énerilen sistemin IHAlarm haberlesme sistemini %91.2’ye kadar daha fazla DoS ataklarma dayanikli
kildigin1 gostermistir.

Anahtar kelimeler: Insansiz hava arac1, DoS, Savunma mekanizmast.
1. Introduction

The usage area of Unmanned Aerial Vehicles (UAV) has expanded to many areas from personal use to flying
base stations. As examples of recently popular usage areas; agriculture, mapping, security, search and rescue,
filming, etc. In addition, we witness the introduction of a new usage area every day [1].

Commercial mini and micro UAVs use WiFi communication protocol due to video transmission requirements
[2]. WiFi protocol is a promising protocol whose features are being developed day by day. Supporting a
communication distance of around one hundred meters, WiFi supports data transfer up to seven hundred bits per
second. Due to these superior features, it is widely used in commercial UAVs [3]. The widespread use of the WiFi
protocol in UAVs creates opportunities in many ways, as well as opportunities for attackers.

Such an attack on UAVs will be a common problem, since a Denial of Service (DoS) attack does not require
a high level of specialized knowledge and hardware. When a DoS attack is made, the UAV is inaccessible to the
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ground station. There are many types of DoS attacks [4]. Someone can make the device inaccessible by filling the
entire communication channel with malicious packets, or can make the system inaccessible by consuming the
system's resources with much less malicious packets. A powerful hardware is required to generate a large enough
number of packets to fill the entire channel. These attacks can rarely be performed on UAVs. Attacks performed
at higher Open Systems Interconnection (OSI) layers, such as Transmission Control Protocol (TCP) SYN attack,
can be performed more easily with lower packet count [5].

In this study, a study was carried out to prevent attacks at the upper levels of OSI layers. The proposed
defense approach prevents attacks on the 4th layer and above with a method applied in the 3rd layer (network
layer). For this purpose, one of the most effective methods proposed in the literature is the port hopping method.
This method is not suitable for use in all communication networks as it requires mutual secret sharing and can only
be applied on the User Datagram Protocol (UDP) protocol [6-8]. For this reason, there are some applications in
the literature for areas where high-level security is required in local networks or private wide area networks [9-
11]. In this study, the application and evaluation of the port hopping mechanism on UAVs are performed. Although
there are studies mentioning that port hopping mechanisms can be applied on UAVs, its application and evaluation
has not been fulfilled [12].

The proposed model does not require changes in the software of commercial UAVs. It is assumed to allow
commercial UAVs to install middleware on flight computers. On the ground station side, there are usually mobile
phones. A separate middleware is also installed on this mobile phone side. These middlewares on both sides catch
and forward TCP based messages to UDP. In addition, open UDP port numbers change in a known order only
between the UAV and the mobile phone. The security provided by the proposed method has been tested with a
test system. In the comprehensive evaluations, it has been observed that the system can withstand up to 91.2%
more attacks when the proposed method is applied.

In the remainder of this article, the relevant studies in the literature in Section 2 and the model proposed in
Section 3 are explained. In Section 4, the tests of the system were carried out, and finally, in Section 5, the results
were given.

2. Related Works

With the widespread use of the Internet, DoS and (Distributed Denial of Service: DDoS) attacks seriously
damage both the end users and the servers these users are connected to. Many different studies have been developed
in the literature to prevent these damages.

Lee et al. proposed a new practical technique called port hopping to detect and block DoS/DDoS attacks.
According to the method he proposed, based on the fact that the port numbers of the server change dynamically
according to time and a cryptographic key shared between the server and the client, authorized clients stated that
they could determine the valid port number used by the server, while malicious users stated that they could not
find the valid port number [6]. The server can then easily filter out illegitimate packets by examining the port
number found in the UDP/TCP headers. In the real-time experiment conducted on two computers, a port hopping
mechanism was applied between client and server. With this mechanism, it sends UDP packets from client to
server. The attacker fills the server with different rates of UDP packets at different rates. The filling speed of UDP
packets to the server was determined and measures were taken. In this study, successful results were obtained
depending on the traffic density in the network.

For a structure where cloud storage technology is used for smart electrical networks, both a hierarchical cloud
structure and a port-hopping-based defense mechanism have been developed to prevent DoS attacks [7,8]. It also
provides a structure for distinguishing aggressive and non-aggressive clients by using the port hopping structure.

Shi et al., using port and address skipping methods in network systems, suggested different methods aiming
to establish a healthy communication under DoS/DDoS attacks and eavesdropping on the network in sending
confidential information between departments and agents [9]. In this method, the client replicator performs data
transfer via the data module and aims to provide secure information transfer by creating a jump address list between
the server and the trusted client. When the results of this work he proposed were examined, he determined that the
system he developed with the jump tactic had difficulties in getting the information from the audience and that he
had to receive and analyze all the information. In this case, it has developed a system that examines much more
and repetitive redundant data and causes great delays or difficulties in finding the useful data packet.

Shoufan et al. stated that the address hopping method can be used in the transmission of information packets
in communication between UAYV vehicles. In this study, different encryption methods have been developed and a
more secure communication protocol has been tried to be made. As a result of the proposed study, it has been
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shown that DoS/DDoS attacks can have serious effects on UAV vehicles, therefore a secure communication
protocol can be developed [12].
3. Proposed Method

In this study, a defense method is proposed to mitigate DoS attacks that can target vital communication
systems for UA Vs, the use of which is increasing rapidly today. In this method, the main goal is to block malicious
connection requests at the network layer before they reach the upper layers. In order to achieve this, the open port
numbers in the UAV and the end-user computer (smartphone, tablet, etc.) are changed periodically, according to
a hidden secret. Thus, when an attacker who does not know the open port sends packets with the wrong port
number, these packets are dropped at the network interface card. The proposed method for the realization of the
scenario is presented in two stages, the attack and defense model.

3.1. Attack model

In this study, it is aimed to protect against DoS attacks targeting the layers above the network layer. As it is
known, OSI layers consists of 7 layers, as denoted in Figure 1.
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Figure 1. OSI network layers

With the low number of data packets, it is possible to completely consume computer resources (RAM, CPU,
Eran Card, etc.) in the layers above the network layer. For this reason, it seems very risky for malicious packets to
reach layers above Layer 3.

For example, the most well-known of these types of attacks are TCP SYN attacks. This type attack(TCP syn
flood, 2021) can be expressed as: “In a TCP SYN attack, the attacker sends repeated SYN packets using a fake IP
address to open a TCP connection on the targeted computer. The attacked computer receives a connection request,
which it sees as bona fide, to communicate. It responds with a SYN-ACK packet for each connection request. But
the malicious computer does not send the expected ACK. The attacked server waits for a while for the SYN-ACK
packet to be acknowledged. During this time, the server cannot close the connection by sending an RST packet
and the connection remains open. Before the connection times out, the attacker sends another SYN packet. This
leaves more and more connections half-open. Eventually, as the server's connection tables fill up, legitimate clients
are denied service and the server may even fail or crash” [13].
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3.2. Proposed defence model

The proposed method suggests changing the open port number over time. However, in the basic system, due
to the TCP connection structure, communication must be made over the same IP address and port during the
session established. This makes port switching impossible on TCP. The proposed method to overcome this
problem carries the communication over TCP over UDP with the help of a middleware (Middleware) installed on
both the UAV side and the computer that acts as the remote controller. The proposed approach is illustrated visually
in Figure 2.
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Figure 2. Proposed model.

As it can be seen in Figure 1, TCP packets coming out of the UAV control software on the remote controller
are picked up by the developed middleware. This packet is sent to the known open UDP port of the other party
over the currently open UDP port. On the UAV side, the middleware reads the open UDP port and receives these
packets, then converts them to TCP format and delivers them to the control software. In this way, the proposed
defence mechanism runs without the need for any changes in the UAV software.

It is an extremely demanding task for two parties to open and close the same ports at the same time. To
achieve this, the middleware first periodically sends synchronized packets for clock synchronization. After the
clock is synchronized, the port number is generated in the random number generator using a secret key password
placed between the two parties during the setup. Since the same numbers are generated at the same time on both
sides, the same ports are open at the same time. Therefore, both sides know which port to send the data to, but the
attacker does not know this. Thus, the attacker's packets are dropped at the network layer. Figure 3 shows a DoS
attack on a UAV in a field.
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Figure 3. Image of the DoS attack on the UAV
4. System Test and Evaluation Results

In order to test the proposed method, the system is tested from several aspects: 1) the effect of the proposed
system on the maximum communication capacity, 2) the resistance of the defense system against attacks. Figure
4 shows the effect of the proposed model on the maximum communication performance of the system
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Figure 4. The effect of the proposed model on the maximum communication performance of the system
4.1. Communication throughput test

The burden of a proposed defense methodology on the current system should not exceed an acceptable level.
Therefore, the system was tested without installing the developed software and then the maximum communication
capacity (throughput) was measured. Afterwards, once the developed software is installed, how much decrease in
the maximum communication capacity occurs is tested. As can be seen in Figure 5, a negligible (2%) performance
drop was detected. This result shows that the proposed system can provide defense without a high overhead.
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Figure 5. The resilience of the basic system and the system protected by the proposed model against attacks

4.2. System performance test

Secondly, we examined the effects of attacks on UAVs and on the UAV communication system for two
cases: 1) Not using the proposed defense system and 2) Using the proposed defense system. In the event of an
attack, it is compared how many malicious packets the UAV communication system can withstand. As it can be
seen from Figure 4, 10% of the number of malicious packages that make the system with the proposed defense
mechanism inaccessible becomes inaccessible when the proposed system is not used. This shows that if the
proposed method is used, the system can withstand 91.2% stronger attacks.

5. Results

In this study, a defense system is presented against DoS attacks targeting the communication systems of
UAVs. This defense system can be installed using a middleware without changing the software on the UAVs and
on the controller. This middleware receives incoming packets over TCP and converts them to UDP format and
sends the packets to the other party over the open port determined according to a secret between the UAV and the
Remote Controller, the other party converts the packets back to TCP format and delivers them to the software.
Open ports are changed over time according to the secret between the two parties. Thus, the open port is closed in
the time required for the attacker to find the open port. It has been seen in the tests of the system that the proposed
model provides an extra protection of 91.2% and brings a reasonable overhead for the system. As a future work,
we plan to develop a mitigation method to address physical layer attacks such as jamming, interference vb.
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