ISSN: 2147-5121 / E-ISSN: 2717-7610 Yayin Aralig:: Yilda 2 Say: - Baslangig: 2013

L ISTANBUL
istanbul Nisantagi Universitesi Nll Eﬁﬁgmsl istanbul Nisantasi University
Sosyal Bilimler Dergisi Journal of Social Sciences
Bilimsel Hakemli Dergi N l | S B D Scientific Refereed Journal
Yil: 2024 Cilt: 12 Say:: 2 Year: 2024 Vol.: 12 No: 2

ARASTIRMA MAKALESI | RESEARCH ARTICLE

DOI: 10.52122 /nisantasisbd.1478942

ASSESSING THE UNRELIABILITY OF ONLINE POLITICAL POLLS: A
NOVEL SOFTWARE FOR VOTING APPROACH

Dr. Ogr. Uyesi Murat ISIK Dr. Ogr. Uyesi Mehmet Ali YALCINKAYA
Kirsehir Ahi Evran Universitesi Kirsehir Ahi Evran Universitesi
e-posta: muratisik@ahievran.edu.tr e-posta: mehmetyalcinkaya@ahievran.edu.tr
0000-0003-3200-1609 0000-0002-7320-5643
ABSTRACT

In recent years, the utilization of online polls for political opinion sampling has become prevalent due to their cost-
effectiveness and rapid deployment. However, their reliability is frequently questioned due to vulnerabilities
inherent in their digital nature. This study explores the susceptibility of online polls to manipulation by examining
the efficacy of various security measures employed across 160 online polling platforms during the 2024 municipal
elections in Turkey. Using an automated voting application developed for this study on these platforms, a total of
10,000 votes were cast on the subject sites over 143 hours, bypassing 2,547 CAPTCHAs, 5,854 digital fingerprints,
and 1,559 Internet Protocol (IP) address verifications, significant security flaws were uncovered. The findings reveal
that while measures such as CAPTCHA, digital fingerprinting, and IP validation offer some resistance, they are not
foolproof. It is concluded that the most robust method involves verifying users via the e-government platform,
enhancing both the credibility and integrity of online polls. This study not only highlights the vulnerabilities of
current online polling practices but also provides a roadmap for enhancing security to better reflect genuine public
opinion and foster more trustworthy political decision-making processes.

Anahtar Kelimeler: online polls, digital fingerprint, IP validation, automatic votes.

Jel Kodlar1: C88, L86.

CEVRIMICI SiYASi ANKETLERIN GUVENILIRLIGININ DEGERLENDIRILMESI: YENI
BiR OYLAMA YAZILIMI KULLANIMI

0z

Son yillarda, maliyet avantaji ve hizli uygulanabilirligi nedeniyle siyasi goriis 6rneklemesi i¢in ¢evrimic¢i anketlerin
kullanim1 yayginlasmistir. Ancak, bu anketlerin dijital ortamda olmasindan kaynaklanan zaaflar nedeniyle
glvenilirlikleri siklikla sorgulanmaktadir. Bu ¢alisma, Tiirkiye'deki 2024 yerel segimleri sirasinda 160 g¢evrimici
anket platformunda uygulanan cesitli giivenlik Onlemlerinin etkinligini inceleyerek c¢evrimic¢i anketlerin
manipiilasyona ne kadar agik oldugunu arastirmaktadir. Calisma kapsaminda gelistirilen bir oylama uygulamasi ile
calismaya konu olan sitelerde 143 saatte, 2,547 CAPTCHA, 5,854 dijital parmak izi ve 1,559 IP dogrulamasi asilarak
toplamda 10.000 adet oy kullanilmistir. Bulgular, CAPTCHA, dijital parmak izi ve IP (internet Protolii) adresi
dogrulama gibi 6nlemlerin bir miktar diren¢ sundugunu, ancak bunlarin da kusursuz olmadigini ortaya koymaktadir.
En giicli yontemin kullanicilarin e-devlet platformu iizerinden dogrulanmasi oldugu sonucuna varilmistir. Bu
calisma, mevcut ¢cevrimici anket uygulamalarinin zaaflarini vurgulamakla kalmamakta, ayn1 zamanda kamuoyunun
gercek fikirlerinin daha iyi yansitilabilmesi ve daha giivenilir siyasi kararlar alma siirecleri icin bir yol haritasi
sunmaktadir.
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GIRIS

In Turkey, political parties use online polls for public opinion during the candidate selection
process. Almost every city and district sometimes conducts one or multiple polls. Online polls
can be defined as online surveys of public opinion, or a sample thereof, aimed at acquiring
information about specific topics (Basso and Miraglia, 2008: 149). In the age of digital
democracy, online political polls have emerged as pivotal tools for gauging public opinion on a
myriad of political issues (Martin and Geiger, 1999: 15; Pekar et al., 2022: 1; Stantcheva, 2023:
205; Yudin, 2020: 2). These polls are often heralded for their ability to quickly and efficiently
collect data from a broad audience, potentially offering insights into the political landscape that
traditional polling methods might miss. In Turkey, online polls are utilized prior to the candidate
selection process by political parties during preliminary candidate nomination phases.
Throughout this phase, a significant portion of online local news outlets, alongside prominent
online news platforms and specialized websites, administer polls with the intent of discerning

public sentiment. Subsequently, certain platforms transform these polls into formal election
polls.

While the migration of public opinion polls to online platforms has often lowered costs and
enhanced timeliness, it has also introduced new vulnerabilities (Kennedy et al., 2021: 1050). The
reliability of online political polls has come under scrutiny due to concerns about sampling
biases, the anonymity of the internet, and the ease with which results can be manipulated or
misrepresented. The allure of online political polls lies in their accessibility and the immediacy
with which they can capture shifts in public opinion. As the internet has become increasingly
integrated into daily life, researchers and political strategists have turned to online platforms as
a viable alternative to traditional polls (Hargittai and Karaoglu, 2018: 2). Yet, this shift towards
digital polling methods brings with it a host of challenges that threaten the accuracy and
credibility of their findings.

Moreover, the perceived credibility of online polls and the way they are reported in the media
play a significant role in shaping public trust and engagement with these tools. Greater
transparency and methodological rigor are needed in the conduct and presentation of online
polls to ensure they contribute constructively to the democratic process. In light of these
challenges, it is imperative to critically evaluate the reliability of online political polls and to
develop standards and practices that enhance their accuracy and trustworthiness. In this study,
10,000 votes were automatically applied to 160 online political polls during the 2024 municipal
elections in Turkey. Following this successful voting process, conclusions were drawn regarding
necessary measures to increase trust in online political polls.

The study has two primary objectives. The first is to demonstrate that online polls for collecting
public opinions are vulnerable to attacks and can be easily manipulated. The second is to
propose measures for securely gauging public opinion without manipulation during the
candidate selection process in elections.

1. Related Works

Yeargain (2020) demonstrates that fake polls are increasingly prevalent online, aiming to
manipulate political betting markets. This manipulation allows their creators to profit from the
misinformation at the expense of those deceived.

Mohammadi and Abbasimehr (2010) show that polls can suffer from a variety of attacks, such as
those using automated web tools to alter results. They concluded that the security of Internet
polls must be enhanced to increase the reliability of their outcomes. Their proposed method
involves using CAPTCHA validation.

Qureshi et al. (2019) proposed a new e-polling system, SeVEP, to mitigate security risks. Their
system features flexible polling, device fingerprinting for multifactor authentication across
various voter devices, zero-watermarking of polling code sheets, and the generation of polling
tags. However, the requirement for authentication factors (possession, biometric) necessitates
additional time and the installation of programs on voter devices. They also implement a
random 3-digit code selected by the user to preserve voter privacy.
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Prabhu et al. (2021) propose a new smart embedded voting system as an alternative to
traditional official election polls. Their system, based on the Arduino platform, allows users to
vote either online or offline. For offline voting, users must present an official ID card equipped
with RFID. Online voting utilizes face recognition technology.

Natarjan and et al. (2024) introduce a solution that uses both Android and web applications to
securely store and verify voter identities, addressing the increased vulnerability to fraudulent
election practices. The process includes a One-Time Password (OTP) authentication mechanism
with the voter's unique ID for login, which is cross-checked with a centralized database.
Additionally, an admin-generated OTP provides an extra layer of verification.

Mondal et al. (2023) proposed a Referendum Poll System (RPS) based on blockchain technology.
Their aim is to enable people to express their opinions directly, re-engaging them with politics
and democracy. The process involves voter registration using cryptocurrency wallet systems
and biometric ID.

Sivasakthi et al. (2021) proposed a web application using MongoDB, Express, React, and Node
for the voting process instead of electronic voting machines. Voter verification is based on a
secret PIN provided by the election commission. The designed program is intended for use in
real voting. Every voter needs a PIN to vote.

Sai and Kumar (2022) designed a new online voting application using Java and SQL. A user logs
in to this online voting process by providing their first name, last name, email address,
password, and thumbprint.

In the related literature, various online voting processes employing different systems have been
documented (Das et al., 2016; Shalini et al., 2020); however, these introduce distinct security
vulnerabilities (Park et al.,, 2021). In this study, security measures employed by 160 online
polling sites were examined, and an automated voting software capable of bypassing these
measures was developed. The objective of this study is to demonstrate that the accuracy of such
online polls is quite low and to present possible security enhancements.

2. Manipulating Online Polls

The methods for casting fraudulent votes in polls can be categorized into two classes: Chatrooms
and Bots. This study is predicated focusing on bots.

Chatroom: Certain unethical entities provide a substantial influx of votes by utilizing chatrooms,
wherein multiple devices are present and concurrently operated by a singular software
application. Figure 1 illustrates a chatroom that has been constituted through the employment
of multiple mobile devices.

Figure 1: Chatrooms (Ko6se, 2019)
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In these chatrooms, all devices can be controlled by a user via a specific software, which
replicates a specific action across all devices. Consequently, this mechanism enables the
realization of a significant number of votes in the polls.

Bots: Automated poll completion methodologies which act like human users in order to vote
repeatedly (Basso and Miraglia, 2008: 149) are engineered to enhance the efficacy and
streamline the data collection process across diverse fields. These methodologies employ
advanced software solutions to automate the response mechanism to polls, thereby diminishing
the requisite time and labor for manual intervention. The technological infrastructure
underpinning these systems encompasses a broad spectrum, ranging from web-based
applications and mobile device integration to sophisticated algorithms dedicated to the analysis
and interpretation of poll data.

Of course, there could be many security measures to prevent the bots. In this study, all security
measures encountered during the participation in 160 online polls will be delineated, alongside
the methodologies employed to surmount these obstacles. Furthermore, this study will propose
a criterion for the standardization of online poll methodologies.

Beledive Bagkan Aday1 Belediye Bagkan Aday1 Bd}
Toplam Oy: 27315  Toplam Oy: 3664

Oy Ver Oy Ver

Figure 2: Screenshots from some polls

Figure 2 displays sample screenshots from some online political polls. From the figure and the
source codes of the pages, it can easily be observed that the general structure is nearly identical
across all, comprising a list of candidates and a voting button triggered by JavaScript functions.
All of the 160 online poll sites examined contain at least one of the previously discussed security
measures. The design of these polls aims not only to secure the voting process but also to
encourage engagement from a broad user base. The application of compulsory CAPTCHA with
each website visit can sometimes be irritating. Here, a balance must be carefully maintained
between preventing the same individual from voting multiple times and enabling rapid voting,
so that a greater number of participants can complete the poll.

3. Method

An application was developed to automate voting and manipulate online political polls in Turkey
during the 2024 municipal elections. The selection of the 160 online polling platforms analyzed
in this study was based on their popularity and frequent usage, both at the national and local
levels. Platforms with the highest voting activity were utilized to ensure a representative sample.
These endeavors pursued two primary objectives: firstly, to demonstrate the unreliability of
online political polls, and secondly, to propose standards to enhance the credibility of these
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online polls. In the process of automatically casting votes in online polls, the encountered
security measures are listed below.

e Digital Fingerprint validation: Digital fingerprints can be understood as remnants of
information that we unwittingly leave behind while navigating the online sphere. Digital
fingerprints function as unique identifiers that enable the identification and monitoring
of individuals’ online behaviors. Digital fingerprints encompass a collection of data that
serves as a unique identifier, derived from the characteristics and preferences of the web
browser being utilized. Such information may include details like the browser version,
installed plugins, the availability of specific fonts (Igbal et al., 2021: 1145 ve 1147;
Laperdrix et al., 2020: 4 ve 5; Fifield and Egelman, 2015: 4), Cookies (Boda et al,, 2012:
33 ve 34), IP address (Nikiforakis et al, 2013: 544 ve 545), port configurations,
communication data, user account associated with the device, including the username
and user ID (Nikiforakis et al., 2013: 546), operating system details (Anderson and
McGrew, 2017: 3 ve 4) such as its version and architecture and so on.

e Captcha validation: CAPTCHA is an acronym that stands for "Completely Automated
Public Turing test to tell Computers and Humans Apart". It is designed to determine if an
online user is really a human or a bot.

e [P validation: Despite IP validation constituting an element of the digital fingerprint
framework, it is observed that some online polls resort solely to IP verification instead of
utilizing the full scope of the digital fingerprint. The underlying intention of this
approach is to prevent an IP that has voted successfully from casting another vote for a
specified duration.

Throughout the development stage of the software, the Python programming language was
utilized, incorporating the BeautifulSoup and Selenium libraries for its construction. The Google
Chrome browser was chosen for web interaction. The algorithmic operation of the software is
illustrated in Figure 3, delineating its procedural logic. The configuration of the software's
workflow is tailored to comply with the security protocols implemented on the polling website.
Additionally, the time spent submitting a vote is subject to variation based on the specific
webpage in question.

Yes

CAPTCHA
Validation?

lear Browser History
Reset modem
via SSH
connection
Change IP through
VPN API
Login Google Acount

Open Random 3
Pages

Dijital
Fingerprint
Validation?,

Validation?,

No

fm not a robof
avaible o

Click "I'm not
Robot’

ez s voting
successful?

No

Figure 3: The algorithmic operation of the software after users' actions recorded
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Upon its initial execution, the developed program requires a one-time record. That is, once the
user runs the program and casts a vote for the desired candidate, the system will thereafter
operate automatically. The flowchart presented in Figure 3 illustrates the process following the
registration. The very first step after users' actions recorded that is not presented in the chart is
to determine if the web site uses CAPTCHA validation or Digital Fingerprint validation or IP
validation.

The program is designed to pause for a random duration of 2-8 seconds between each workflow
step. In phases entailing the alteration of IP addresses, it has been ensured that the newly
acquired IP addresses originate from Turkey. For the process steps where three web pages are
to be opened randomly, a list of URLs has been prepared. This list contains three groups of web
addresses: the first group consists of sites with a .gov extension, the second group includes sites
with an .edu extension, and the final group comprises sites with a .com extension that contain an
HTML form. In the final part of the step where three web pages are opened, the relevant form
entry is filled out and submitted, thereby ensuring the augmentation of browser cookies with
specified datasets.

For CAPTCHA validation, at every iteration, the browser history is cleared, and a new IP address
is obtained to generate a new digital identity. Subsequently, a login to a Google account is
performed, and three web pages from a pre-prepared list are randomly opened. For Digital
Fingerprint validation, it is not necessary to clear the browser history every time. The process
comprises two subsequent steps: changing the IP address and opening three random websites.
In the context of IP validation, the process involves only changing the IP address. The spent time
for each vote process varies are depending on the web address where the poll is hosted and the
security measures that the web site implemented. If the voting process has been attempted more
than five times and has failed, a reset is initiated by establishing an SSH connection to the
modem.

import time
from selenium import webdriver
from selenium.webdriver.chrome import service

try: from selenium.webdriver.common.by import By
# Stage - 1
options = webdriver.ChromeOptions() webdriver_service = service.Service(driverLocation)
options.binary_location = operalocation webdriver_service.start()

options.add_experimental_option('w3c', True)
driver = webdriver.Opera(executable_path=driverLocation, options=options) options = webdriver.ChromeOptions()

time.sleep(round(random.uniform(2,8), 8)) options.add_argument(‘user-data-dir=" + profilelLocation)
options.binary_location = operalocation
driver.get(self.url) optiens.add_experimental_option('w3c', True)

time.sleep(round(random.uniform(2,8), ©))
driver = webdriver.Remote(webdriver_service.service_url, options=options)

scriptToRun = getTheScript()
linkToProcess = getThelink()

driver.execute_script(scriptToRun)
time.sleep(round(random.uniform(2,8), ©)) driver.get(linkToProcess)

driver.quit() recordTheProcess()

time.sleep(round(random.uniform(2,8), @))
driver.quit()

Figure 4: The code blocks from the program - 1

Figure 4 shows a code block from the designed program. The left side of the code block is used to
cast a vote for the desired candidate and is triggered after CAPTCHA validation is successfully
passed. The right side of the code block is used to start the recording process of voting. The
application runs in the command line, so all the results are printed there.
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VPN_APT_URL = "##ssbksiisxxn
API_KEY = "sswsxsssxn
VPN_SERVER_LOCATION = randomLocation()

def authenticate_vpn(api_key):
response = requests.post(f"{VPN_API_URL}/authenticate", data={"api_key": api_key})
response.raise_for_status()
return response.json()["token"]

de

-+

connect_vpn(token, location)

headers = {"Authorization": f"Bearer {token}"}

response = requests.post(f"{VPN_API_URL}/connect”, headers=headers, data={"location": location})
response.raise_for_status()

return response.json()["ip"]

Figure 5: The code blocks from the program - 2

Figure 5 shows another code block from the designed program. This block is used to change the
[P number through a Virtual Private Network (VPN) Application Programming Interface (API). A
VPN service that provides a command-line interface (CLI) and easily integrates with Python was
purchased for the study. The code block shows only a part of the VPN connection functions.

4. Results

In this study, 10000 votes have been automatically applied to 160 online political polls during
2024 municipal elections in Turkey. The objective of the online polls examined in this study is to
collect data on public opinions during the candidate nomination phase, thereby facilitating the
transition from prospective to officially nominated candidates. For this reason, after the mayoral
candidates were determined, the voting process was conducted in a manner that maintained a
proportional balance among the candidates.

Table 1. Evaluation of Online Voting Process

CAPTCHA Fir?giegri;arlint Vali(lil;tion Total
Number of Polls 62 66 32 160
Unsuccessful Votes 6559 1463 332 8354
Successful Votes 2587 5854 1559 10000
Reset through SSH 2174 630 32 2836
Average Vote Time (sec) 97 39 28 164
Total Vote Time (hr) 70 61 12 143

Table 1 presents an evaluation of the online voting process through an analysis of 160 online
political polls. Among these, CAPTCHA was utilized in 62 polls, Digital Fingerprint in 66 polls,
and [P Validation in 32 polls. The count of unsuccessful votes indicates the number of votes
blocked due to the security measures of the polls. The number of resets through SSH
connections reflects the instances where the modem had to be reset, in that situation the process
that significantly delayed because of the establishment of a new internet connection. The
Average Vote Time, measured in seconds, was calculated by dividing the total time spent by the
number of successful votes. The Total Vote Time, presented in hours, indicates the total time
spent on the voting process.
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URL: [fiisipee
CAPTCHA validation: True
16.02.2024 - 16:15:38 - CAPTCHA is failed. Attepmt: 397. Total failure: 29. Total Succesful: 368

19.02.2024 - 16:15:38 - CAPTCHA is passed. Attepmt: 398. Total failure: 29. Total Succesful: 369

16.02.2024 - 16:15:38 - CAPTCHA is failed. Attepmt: . Total failure: . Total Succesful:
10.02.2024 - 16:15:38 - CAPTCHA is failed. Attepmt: 75@. Total failure: 63. Total Succesful: 687

URL: h
CAPTCHA validation: True
Succesful: 687

Failure: 63

Figure 6: The command line output from the program

Figure 6 presents a command line output of the program for an online polling website. The
output at the top of the figure shows the printed output produced by the program on the
command line during its execution. It should be noted that the voting process is a repetition of
the previously recorded voting process. Therefore, the output here indicates the number of
successful or failed attempts after the automatic voting procedure is started. Additionally, the
output also shows that the online poll uses CAPTCHA protection. The output at the bottom of the
figure shows the results after the desired number of trials or successful votes are reached for the
specific online poll.

5. Discussions

First and foremost, the fact that a total of 10,000 votes could be cast within 143 hours using just
a single computer demonstrates that the 160 online survey sites examined are considerably
insecure. Utilizing such polls for public opinion polling and in the determination of candidates
from among prospective nominees is highly unreliable. Indeed, this study illustrates that online
surveys can easily be manipulated. Furthermore, if the study were to continue using several
computers, the number of votes that could be utilized would reach colossal proportions.

The most challenging security method encountered was CAPTCHA verification. However, such
verification methods are generally controlled by a threshold value. Setting the threshold value
too high requires verification at every user entry, while setting it too low allows entries with
almost no verification. Yet, even with a high threshold setting, there are many ways to
circumvent it (Gajani et al,, 2023; Shao et al, 2022; Tsingenopoulos et al,, 2022; Wang et al,,
2023; Wang and Lu, 2016). This indicates that CAPTCHA cannot serve as the ultimate
verification method on online poll websites.

Another challenge encountered is the Digital Fingerprint. However, the name looks very secure,
the method consists of some specific features of operating system or web browser such as
operating system info, browser type, screen resolution, installed fonts and plugins etc. The
fundamental characteristics used in the creation of a digital fingerprint can very easily be altered
instantaneously. In this study, by merely changing a few parts of these characteristics, this
security method could be bypassed. In cases where this proves insufficient, altering additional
features will readily overcome this security measure.

The simplest protection method encountered was IP validation. It was found to be possible to
renew the [P address using simple VPN APIL. At this stage, it was observed that the IP addresses
used sometimes appeared several times in succession. However, such occurrences were
encountered infrequently enough to be considered negligible. Without establishing certain
standards, the use of such polls for public opinion assessments can be significantly misleading
and unreliable. This study explores four distinct methods designed to ensure that each
individual casts only one vote.

1. Restricting voting privileges exclusively to registered users.
2. Implementing verification via SMS.

3. Employing a verification process through an official platform such as e-government.
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4. Recording the MAC address.

Implementing robust security measures and maximizing user reach in online polls involves a
trade-off. To encourage broader participation, these polls must balance the rigor of security
protocols with the time required for voting. In this context, restricting access to registered users
is particularly disadvantageous—a drawback that is sequentially followed by SMS verification
and then the e-government verification method. Moreover, the potential for being profiled
through these methods may deter users from participating in the voting process. The final
method, recording the MAC address, requires downloading and executing an external program
on the user’s device during the voting process, as obtaining the MAC address is otherwise
unfeasible. Besides the complexity and perceived insecurity of this process, it is crucial to
recognize that the primary utility of recording the MAC address is to prevent multiple votes from
the same machine rather than from the same individual.

Tablo 2. The key points of similar studies
No Study Key Point
They used an Android app and web applications to securely
1  (Natarajan, 2024) store and verify voter identities. Their system requires a

One-Time Password (OTP) using the voter's ID.

The study is based on blockchain technology and requires a

2  (Mondal etal, 2023) registration process that includes biometric ID and a
cryptology wallet.
3 (Sivasakthi et al., They proposed a web application. Every voter needs a PIN
2021) from voiting comitee to vote.

They designed an applicaiton using Java and SQL. Every
4  (Sai and Kumar, 2022) voter needs to login using first name, last name, email
address, password, and thumbprint to vote

They proposed a new e-polling system, SeVEP. The user
5 (Qureshietal, 2019) validation needs biometric data of the voter and a program
has to be installed to user device.

They designed a new smart embedded voting system using
Arduino platform. The verification process utilizes official
ID card equipped with RFID and face recognition
technology.

6  (Prabhuetal, 2021)

In the study, they stated that online polls can suffer from a
variety of attacks. They proposed using using CAPTCHA
validation.

(Mohammadi and
Abbasimehr, 2010)

In the study, they proved that the fake polls causes

8  (Yeargain, 2020) manipulation.

Table 2 presents the key points of similar studies to provide a comprehensive comparison
between them and the proposed study. First of all, nearly all studies (Number 1 to 6 in the table)
have been specifically developed for use in traditional voting processes rather than for public
consultations. They are not suitable for online surveys in Turkey due to their time-consuming
and cumbersome nature, which could frustrate users with requirements such as biomedical
data, PIN numbers, or OTPs from various sources. Nevertheless, the voting processes involve
very difficult and time-consuming steps, which can discourage participation. Therefore, it is not
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suitable for gathering public opinion online. Study 8 from the table proves that misinformation
or fake polls can manipulate people's ideas. Our study has proven that in Turkey, a significant
number of online polls used to gauge public opinion during elections rely solely on CAPTCHA
validation, IP validation, or digital fingerprinting, which can be easily manipulated.

The aim of the presented study is to ensure that public opinions are collected safely without
manipulation during the candidate selection process in elections. The key here is to ensure a
balance between implementing robust security measures and maximizing user access in online
polls for gauging public opinion. The aspect that distinguishes the presented study from those
examined in the literature is its intended use. Almost all similar papers focus on transferring the
classical voting process to an electronic environment and are therefore equipped with extreme
security measures that may frustrate the user when it comes to simply giving an opinion to
determine the candidate.

CONCLUSIONS

In Turkey, online polls are frequently used to gauge public opinion during the selection process
for political candidates. However, the reliability of these polls remains a significant topic of
debate. This study analyzed 160 online polling sites using 10,000 votes to demonstrate that polls
could be manipulated with minimal effort. It concluded that the most reliable method involves
verifying users through an official platform, such as e-government, with a guarantee that users
will not be profiled. Serious concerns regarding the security and accuracy of other methods
being considered effectively address the disadvantage of time expenditure associated with this
proposed method. Online polling sites should be assigned security scores based on the level of
security methods they employ. This approach would provide participants in online polls with a
better understanding of how much trust they can place in the results. The recommended order
of security methods, considering the trade-off between robust security measures and
maximizing user reach in online polls, includes employing a verification process through an
official platform like e-government; implementing verification via SMS; restricting voting
privileges exclusively to registered users; recording the MAC address; and validating CAPTCHA,
digital fingerprints, and IP addresses.

Using the automated application program developed in this study, it has been demonstrated that
online survey sites are highly vulnerable to attacks and that their results can be easily
manipulated when collecting public opinions. This finding suggests that the information on
online poll sites may not be reliable. The study also provides insights into methods that can be
used to enhance confidence in this context.

In conclusion, a reliable online poll must utilize a process through an official platform such as e-
government, with a guarantee that users will not be profiled, considering the trade-off between
robust security measures, and maximizing user reach. Other strategies either employ methods
that may annoy users, potentially deterring participation, or possess distinct security
vulnerabilities.
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EXTENDED ABSTRACT
GENISLETILMIS OZET

CEVRIMICI SiYASi ANKETLERIN GUVENILIRLiGININ DEGERLENDiRiLMESI: YENI
BiR OYLAMA YAZILIMI KULLANIMI

Tirkiye'de siyasi parti aday adaylik siireglerinin sonlanmasi ve adaylarin belirlenmesinde c¢esitli faktorler etkili
olmaktadir. Bu faktorlerden en belirgin olanlarindan biri, online olarak diizenlenen siyasi anketlerdir.
Giiniimiizde bir¢ok siyasi parti ve bazi 6zel kuruluslar (yerel haber web sayfalari gibi) bu tiir anketleri
kullanarak kamuoyu gdriisiinii belirlemeye ¢aligmaktadirlar. Ozellikle son yillarda, maliyet avantaji ve hizli
uygulanabilirligi sayesinde online siyasi goriis 6rneklemesi anketlerinin kullanimi artmistir. Ancak, dijital
ortamda gergeklestirilmelerinden kaynaklanan zaaflar, bu anketlerin giivenilirliklerinin siklikla sorgulanmasina
neden olmaktadir.

Bu calisma, Tiirkiye'deki 2024 yerel secimleri dncesinde 160 g¢evrimigi anket platformunu incelemistir.
Arastirmada, bu platformlarda kullanilan gesitli giivenlik 6nlemlerinin etkinligi analiz edilmis ve bir oylama
uygulamasi gelistirilerek, belirtilen online anket sitelerinde tek bir bilgisayar kullanilarak 143 saat icinde
10.000 adet oy kullanilmigtir. Bu siire¢, online anketlerin giivenligi konusunda ciddi endiseleri giindeme
getirmistir.

Analiz sonuglari, CAPTCHA, dijital parmak izi ve IP dogrulama gibi siklikla rastlanan giivenlik yontemlerinin
onemli zaaflar igerdigini gostermistir. Bu gilivenlik dnlemleri bazi direngler sunmus olsa da, ¢alismada elde
edilen bulgular bu 6nlemlerin manipiilasyona kargi tam olarak etkili olmadigini ortaya koymustur. Bu durum,
kullanilan online anketlerin giivenilir olmadigint ve elde edilen sonug¢larin manipiilasyona agik oldugunu
gostermektedir.

Calisma, e-devlet platformu {izerinden kullanici dogrulamasi saglayan bir yontemin, online anketlerde bilgi
giivenligini garanti altina almanin ve sonuglarin giivenilirligini artirmanin en etkili yolu oldugunu
onermektedir. Bu yontem, maliyet ve hiz avantaji sunan online anketlerin kullanilmasini daha giivenli hale
getirebilir ve kamuoyu goriislerinin daha dogru bir sekilde yansitilmasina olanak tantyabilir.

Sonug olarak, bu ¢aligma Tiirkiye'deki online siyasi anket uygulamalarinin mevcut durumunu ve bu anketlerin
gilivenilirligini artirma yollarii detayli bir sekilde incelemektedir. Calisma, online anketlerde kullanilan
giivenlik 6nlemlerinin etkinligini artirmak ve gercek kamuoyu goriislerini daha dogru bir sekilde yansitabilmek
icin yol gosterici niteliktedir.
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