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ABSTRACT

The widespread use of digital technologies increases the size of data stored in digital media. The increased amount of stored data
also brings along data security risks. One of the most important risks in personal data security is the unauthorized or accidental
data deletion. There are file recovery and carving software for recovering deleted files from the storage devices. Files must be
loaded into RAM to be used in the operating system. These files are stored in RAM for a certain amount of time by the memory
manager. Therefore, a file opened or deleted by the user in the operating system can be found in the RAM. File carving techniques
must be applied to RAM to access these files.

In this study, the file carving and the performance values of the multimedia files carved by using different signature structures with
file carving software from the RAM image were compared. In the study, carving has been performed with the header and footer
signatures of the used and terminated multimedia files (JPG, PNG, GIF, BMP) used in Windows 10 operating system. In the carving
process, file carving durations and carving success rates are extracted using different signature structures of the same file type. In
the light of these results, the performance data of multimedia file types are evaluated according to the signature structures used.
The RAM image retrieval and file carving software used in the study has been developed by us as a part of the Ph.D. project.

Keywords: Data recovery, file carving, multimedia files, RAM image.

Gegici Bellek Yansimasindan Coklu Ortam Dosyalarinin
Kurtarilmasi

oz

Dijital teknolojilerin kullaniminin yayginlagmasi, dijital ortamlarda saklanan veri boyutunu artirmaktadir. Depolanan verilerin
biiyiimesi beraberinde veri giivenligi risklerini de getirmektedir. Kisisel verilerin giivenligindeki en 6nemli risklerden biri verinin
izinsiz veya yanlislikla silinmesidir. Depolama aygitlarinda silinmis dosyalarin kurtartlmasi ig¢in dosya kurtarma ve kazima
yazilimlar1 bulunmaktadir. Isletim sisteminde dosyalarm kullanilmasi icin RAM’ e yiiklenmesi gerekmektedir. Bu dosyalar bellek
yoneticisi tarafindan belirli bir siire RAM’de saklanmaktadir. Bundan dolay: isletim sisteminde kullanici tarafindan, agilmis veya
silinmis bir dosya RAM’de bulunabilmektedir. Bu dosyalara erisim i¢in RAM’e dosya kazima tekniklerinin uygulanmasi
gerekmektedir.

Bu caligmada gelistirilen dosya kazima yazilimi ile farkli imza yapilari kullanilarak multimedya dosyalarmnin RAM imajindan
kazinmasina ve performans degerlerinin karsilastirilmasi1 gercgeklestirilmistir. Calismada Windows 10 igletim sisteminde
kullanilmis ve sonlandirilmig multimedya dosyalarma (jpg, png, gif, bmp) ait header ve footer imzalar ile kazima islemi
yapilmustir. Kazima isleminde ayni dosya tiiriine ait farkli imza yapilar1 kullanilarak, dosya kazima siireleri ve kazima basari
oranlari ¢ikartilmistir. Bu sonuglar dogrultusunda multimedya dosya tiirlerinin, kullanilan imza yapisina gore performans verileri
degerlendirilmistir. Calisma kapsaminda kullanilan RAM imaj1 alma ve dosya kazima yazilimlar1 doktora projesi kapsaminda
tarafimizdan gelistirilmistir.

Anahtar Kelimeler: Dosya kazima, ¢oklu ortam dosyalari, ram imaji, veri kurtarma
1. INTRODUCTION

Along with the improvement of the digital technology,
users now store their data in digital media. Therefore, the
size of the stored data has been rapidly increasing [1].

the data [2]. There are file recovery and carving software
for recovering deleted files from the storage devices [3].

When the user wants to open a file, the operating system
first loads the file into RAM before opening it. The
requested file is displayed to the user via RAM [4]. These
files are stored in RAM for a certain amount of time.
Therefore, a file opened or deleted by the user in the

The increase in the amount of the stored data also creates
the risks of personal data security. The most important of

these risks is the unauthorized or accidental deletion of

*Sorumlu yazar (Corresponding Author)
e-mail: ahmetsuzen@sdu.edu.tr

operating system can be found in the RAM [5]. To access
these files, file carving techniques are utilized on RAM.
In order to perform file carving on the RAM, firstly, a
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copy of the file must be taken. Carving process is carried
out on this copy.

In order to acquire RAM image used in the study, Kernel
Mode RAM software is utilized. Kernel Mode image
acquisition software provides the image of RAM in
Windows 8, 8.1, and 10 operating systems. The fact that
the size of the memory acquisition in RAM is low
prevents the data losses caused by address conflicts in
RAM. This is why Kernel Mode RAM image acquisition
software, which occupies 156 KB of RAM, has been
preferred. The software used has been developed as a part
of the Ph.D. project.

In this study, the comparison of the performance values
of the carving software used to scrape multimedia files
from a RAM image of 14GB is performed. In the carving
process, file carving durations and recovery success
measurements are conducted using different signature
structures of the same file type. At the same time, the
carving durations of different multimedia files are
compared. With these results, multimedia file types and
carving durations to be obtained from RAM have been
presented.

2. RELATED WORK

Various data such as user passwords, images, documents,
installed programs, and web addresses that have been
visited can be acquired from the RAM by a RAM image
analysis [5-7]. String searching, signature scanning, file
carving, and data structure analysis methods are used to
recover data from the RAM image [7-8]. KnTTools,
which was developed in 2005, is understood to be the
first RAM image acquisition from the operating system
and analysis application. The search analysis for running
processes and threads was carried out in the RAM image
by using KnTTools [8]. The most comprehensive
analysis of RAM images can be carried out with
Volatility, an open source software. Data about the
registry files, the running process, network, and malware
detection can be accessed within the image at the end of
image analysis by using Volatility [9].

3. BACKGROUND
3.1. File Carving

The file carving is known as the process of searching and
extracting the files loaded into RAM by the operating
system to the disk. In the Windows operating system, the
files are stored between the header and the footer
signatures when they are loaded to RAM [10]. Therefore,
the header and footer signatures are used to carve the files
in the RAM. There can be different header and footer
signatures depending on the versions of the file types
used by the operating system [11]. All the signatures of
the requested file need to be known in order to perform
the carving process. Sample header and footer signatures
of different file types are shown in Table 1 [12].

Table 1. Signature samples for PNG, JPG and GIF files

File Header Footer
PNG 89504E 470D 0A 49454E 44
1A 0A
JPG FF D8 FF FF D9
GIF 00 00 3B 47 49 46 38 39 61

It is necessary to know the structures of the RAM in order
to extract the multimedia files from the image with the
file scraping technique. File size information is written
along with signature labels when visual elements are
loaded into RAM in the operating system. This size
information is used to identify the last addresses of files
that are not footer-signed or deleted in RAM. Figure 1
shows the structural view of JPG file in RAM.

000037800h|CO 42 31 FF CB8 21 B3 CA 50 42 2E|[FF D8|l21 B3 |EE DO] 02
67 12 9B D7 9E

000037B2Ch (48 €5 33 B8R 30 06 BF BB 68 8B CF F9 20 44 D7
000037B58h(6F 97 56 B2 C2 FO 98 D9 80 F8 C9 45 3D 4F 75 A3 80 F8

000037B684h|AD OF D& 21 37 7D 56 |CO AD 1F Dé Bl 15 75 7R 63 CD 1A
000037BBOL(F7 15 18 E8 EF 76 14 B9 46 EA A6 D7 54 61 2B 6B 13 97
000037BDCh (3B 92 33 A1 94 77 65 F3 44 35 DE 66 97 7F F4 F3 C5 33
000037C08h(3B 25 ED OC D4 98 86 52 3B 66 7F OC D4 48 86 D2 04 82
000037C34h[D6é 5C c4 17 66 1E CC 3E 6D A3 3B RE B2 22 45 FC 3E 13
000037Ce0h[BA 31 4C EF 36 00 8B D7 B8 31 4E EF 35 04 89 B7 B8 31
000037CBCh(7C BF 1D 6A C7 51 4E C5 3C OE 1C 22 7C AF 90 3B F3 73
000037CB8h (56 8D 53 19 09 51 R4 F4 E4 87 18 E4 1A ED BF F2 C5 86
000037CE4h|(1B 56 BE ES E5 27 71 75 3B 5C 9E CO0O SCc 27 20 35 2 DC

000037D10h|C6 61 21 EE 9A 6B|[FF DY|AC 01 B2 4 GA OB EA 29 04 61

Headerl Makerl Size | Data

Figure 1. Structure in RAM of JPG files

3.2. File Carving Software

The file carving software is a digital forensics software
developed to recover files from RAM images by string
search and data extraction techniques in Windows
operating systems. In order for this software to perform
the carving process, a binary-format image file obtained
from RAM is used. The format of this image file has the
extension of "raw". The file carving software has been
developed by us as a part of our Ph.D. study.

Windows operating system does not provide access to the
terminated file. The Windows memory manager needs to
be stopped in order to erase the finished file. Therefore,
it is necessary to take an image of RAM for scraping and
scanning. The developed software installs a RAM driver
on the system to acquisition the RAM image. The driver
provides access to all addresses of the RAM. Image
acquisition software copies the entire contents of RAM
to disk via this driver. All the addresses and addresses in
the image file are bit-for-bit scanned. Blocks matching
the header and footer tags of the multimedia files in the
signature database are inserted into the temporary
memory. After the carving process is finished, the data
blocks stored in the memory are converted to file formats
and recorded in a disk. Figure 2 shows the model of RAM
image taking and scratching process in Windows
operating system.
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Figure 2. A process modeling of file carving
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4. IMPLEMENTING FILE CARVING PROCESS
4.1. Defining the Carving Parameters

To start the process with the file carving software, the
image file to be to be scraped should be obtained. The
image file used in the study is obtained from the system
whose specifications are given in Table 2. The size of the
obtained image file is 14 GB. The RAM image was taken
from the computer that was actively used for about 2
hours.

Table 2. The information of the system where the image was

obtained.
System Used

OS System Windows 10 (64 Bit)
Version 1709

RAM 12 GB

Pagefile.sys 2GB

CPU Intel i7 7300U 2.90
Ghz

Header and footer signatures of the multimedia files used
in the carving process are given in Table 2. It is
mandatory to have a header tag in the signatures of
multimedia files. However, not all the files have footer
signatures. In such cases, the estimated size value is
entered according to the file type by using the header
address as the beginning point. The end of the footer
address of the file is estimated according to the defined
size. In the study, the size of 3 MB was taken in the files
without footer signatures in the carving process.

In the carving process, as shown in Table 3, 5 different
signature structures are used for the files with "PNG,
JPG, and BMP" extensions, and 4 different signature
structures are used for the files with "GIF" extension.

Table 3. Signatures used in file carving

Header Footer
(1) 8950 4E 47 0D | 49 45 4E 44
0A
(2)1A 0A -
(3) 89 50 4E 47 -
(4) 89504E 470D | -
0A 1A 0A 00 00 00
0D
(5) 49 48 44 52 -
(1) FF D8 FF FF D9
(2) FF D8 FF EO FF D9
(3) FF D8 FF E0 00
10
(4) FFD8 FFEL 4E
D8
(5) 45 78 69 66 00
00 49 49
(1) 00 00 3B
(2) 47 49 46 38
(3) 47 49 46 38 39
61
(4) 47 49 46 -
(1) 42 4D -
(2) FFFF000164 | -
00
(3) 00000300 -
(4) 02000000 -
(5) 42 41 -

4.2. Files Carving

The image file and the signature database must be entered
as parameters for the file carving software to start the
scraping process with the signature structures. The
required sequence for the scraping software to run
through the command line is given in the number 1
notation.

filecarving.exe /-test.raw /-database.a2s 1)

The process of extracting multimedia files from the
image as shown in Figure 3; Reading the contents of the
image file, finding the addresses of files based on the
signature ranges, copying the data within the addresses
and extracting them according to the extension of the
files. However, in order to shorten the period of carving;
each file type is executed synchronous on separate
threads.

Dosya
PNG

JPG

GIF 47 49 46 38 39 61
00 3B

00 00 3B

BMP

Read the memory image
content

Grap ASCII content between
collected values

Save as ASCII content as new
file with orjinal file extension

I‘I ‘I

Figure 3. Processing model of file carving software
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File carving software scans the image file in memory for
each header signature. The addresses that correspond to
the signature are kept in generic according to the formula
shown in Equation 2 for the footer scan. File types with
the footer signature are identified by the file address
range, which is mapped to header addresses and added to
the queue. For file types with no footer signature, a
closing address is made with a 3MB displacement over
the header address reference. At the last stage, the data
between all the address ranges in the queue is scraped
from the image file.

Vxe[0,l]>y=y,+x (2)
| = the total image file length.

x = the file offset.

Yo = coordinate.

4.3. Extracting Multimedia Files

The carving process is performed after the entry of the
parameters required for running the software. The
carving software is used on the system given in Table 2.
532 multimedia files were accessed at the end of carving
process for various file types within the 14 GB image file
by using the file carving software in 38.23 minutes.
Carving to determine carving times according to file
types; performed synchronous with 4 threads. The
sample files that are carved are shown in Figure 4.

Ad Tarih Tar Boyutv Etiketler

] 00001127.png 1.02.201
5] 00001147.png 1.02

i| 00001075.png 102
00001143.png 102
00001012.png 102
00001244.png 102
00001224.png 1.02
00001164.png 1.02
00001096.png 1.02
00001161.png 1.02
00001226.png 1.02
00001239.png 1.02
00001151.png 1.02
00001144.png 1.02
00001123.png 1.02.2
00001125.png 1.02.2
& 00001053.png 1.02.2
& 00001001.png 1.02.2
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Figure 4. Files acquired at the end of carving process

4.4. Evaluation of Carving Results

It is observed that the different signature structures used
for multimedia file types do not affect the carving
duration. The carving times obtained during the carving
process for the different signature types of the
multimedia files are given in Table 4.

Table 4. Carved files according to signature types

Used Signature Types

1 2 3 4 5 | Total
JPG 78 2 16 24 0 |[120
PNG |1 3 14 0 0 |18
GIF 127 122 |78 11 --- | 338
BMP |12 24 1 8 11 |56

> Total 532

At the same time, the carving by using different signature
structures different to the file in the carving process
increases the result as seen in Table 5. In the carving
process, the last number of threads in T3 is ended. The
end time of thread T3 is 38.23 min. During this time, the
software provides the total carving time. Because of the
difference in the sizes of the files obtained through
carving, the carving times also differentiate. Increasing
the carving period positively affects the increase of the
number of carved files and the file size.

Table 5. Carving durations according to signature types

Used Signature Types
P 1 2 3 4 5 Y m
JPG |P1 |14,12 (2,33 |3,45 |8,66 |040 |28,96
PNG | P2 |0.20 04 |10 0,36 |0,37 [10.73
GIF [P3 [1454 |[1522 501 |3,46 |-- 38,23
BMP |P4 |6,02 14,11 /0,18 |3,51 |2,48 |26,30

In the study, 10 PNG, JPG, GIF, and BMP files were
taken as samples from 532 files in order to determine the
recovery success rate of files carved from the RAM
image. The sample files were selected among the
multimedia files whose original files were detected. The
success rates for accessing PNG files from the image file
are given in Table 6. Accordingly, an average of 98%
success rate has been achieved in PNG files. As shown in
Table 7, a 95% success rate has been achieved for JPG
files. Since the GIF files are usually small in size within
the operating system, it resulted in 99% success rate as
shown in Table 8. Finally, the success rate of BMP files
is 95% as given in Table 9. As a result, the overall success
rate of the multimedia files is 96.99%.

5. CONCLUSION

In the study, carving by using a file carving software and
assessment of carving performance for various
multimedia files have been performed. JPG, PNG, GIF,
and BMP files, which are more commonly used by the
users in Windows operating system, have been selected.
The carving results have been compared by using
different signature structures of these multimedia files. In
total, 532 files were extracted from the RAM image in
38.23 minutes. The following conclusions have been
drawn from the data obtained from this study. Each
multimedia file is carved on average 4.31 second from
the 14 GB image file.

e Using different signature structures for each file
increases the total number of carved files.

o Different signature types do not affect the file
carving duration.

e Increasing the estimated size of the files that do
not have footer signatures affects the recovery
rate of files positively.
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e Different signatures of file types do not affect
the success rate of file recovery.

e The total carving time can be reduced by
increasing the number of simultaneous
operations in the carving software.

The number of carving obtained from the developed
software is compared with the commercial software’s
used in the field of computer forensics. Comparison of
software is made using their signature files and the same
image file. The resulting carving numbers are given in
Table 10.

Table 10. Comparison of file carving counts

Image Carved Rates

Used Software Size Files (%)
Forensic 14GB | 610 98.34
Explorer

Carving 14 GB | 532 96.99
Software

EnCase 14 GB | 497 95.09
X-Ways 14GB | 451 87.27
Forensics

To increase the success rate obtained from file carving
software; Smart carving, Bifragment Gap carving,
Encrypted Volume carving methods must be
implemented. To increase the number of files that are
excavated, the signatures used for multimedia files need
to be increased. In the next study, the implementation of
methods and techniques to improve the performance of
the software will occur. Thus, the developed software is
intended to demonstrate the same performance as
commercial software.
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APPENDIX
Table 6. Recovery success rates of PNG files

File Carving Software

Commercial Software

Forensic EnCase X-
Original Files (KB) | Carving Files (KB) Rates (%) Explorer Ways
PNG 1 2.360 2.359 99,95762712 97,23 92 70,44
PNG 2 2.295 2.290 99,78213508 98,12 94,13 75,75
PNG 3 2.211 2.001 90,50203528 98,65 98,11 90,12
PNG 4 1.736 1.700 97,92626728 98,11 92,73 86,08
PNG 7 254 254 100 96,96 89,23 86,66
PNG 8 135 133 98,51851852 94,74 98,1 93,4
PNG 5 3 3 100 98 97,22 95
PNG 6 1 1 100 100 97,19 87
PNG 9 1 1 100 100 96,13 90
PNG 10 1 1 100 100 97,17 91
AVG 98,66865833 98,181 95,201 | 86,545
Table 7. Recovery success rates of JPG files
File Carving Software Commercial Software
Original Files Forensic
(KB) Carving Files (KB) Rates (%) Explorer SNCERR | AR
JPG 1 1.251 1.200 95,92326139 99,23 91,5 68,12
JPG 2 1.100 1.000 90,90909091 100 93 69,23
JPG 3 980 900 91,83673469 96,65 98,11 71,34
JPG 4 950 920 96,84210526 98,01 92,73 86,08
JPG 5 125 120 96 97,65 88,1 90
JPG 6 90 89 98,88888889 100 97,1 96,19
JPG7 50 47 94 100 96,62 96,09
JPG 8 10 10 100 100 95,16 86,67
JPG 9 4,89 97,8 100 96,3 90,16
JPG 10 4 80 100 95,12 90,68
AVG 94,22000811 99,154 94,374 | 84,456
Table 8. Recovery success rates of GIF files
File Carving Software Commercial Software
Original Files (KB) | Carving Files (KB) Rates (%) E%TQ?; EnCase | X-Ways
GIF1 10 10 100 91,23 92 87,45
GIF 2 8 7,8 97,5 98,12 94,13 86,33
GIF 3 8 7,6 95 100 96,15 87,21
GIF 4 7 7 100 93,01 92,73 87,43
GIF 5 6 6 100 96,76 89,23 89,34
GIF 6 6 6 100 97,34 98,1 87,43
GIF 7 5 5 100 100 95,96 95,1
GIF 8 1 1 100 100 98,12 90,18
GIF9 1 1 100 100 98,11 86,9
GIF 10 1 1 100 100 97,17 91,9
AVG 99,25 97,646 95,17 88,927
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Table 9. Recovery success rates of PNG files

File Carving Software

Commercial Software

Forensic

Original Files (KB) | Carving Files (KB) Rates (%) Explorer EnCase | X-Ways
BMP 1 2.370 2.360 99,57805907 94,23 96,65 90,12
BMP 2 2.337 2.290 97,98887463 98,12 94,13 87,34
BMP 3 229 220 96,069869 100 97,67 90,5
BMP 4 175 173 98,85714286 98,06 90,12 80,68
BMP 5 144 140 97,22222222 97,06 92,65 86
BMP 6 135 133 98,51851852 96,34 98,1 90,12
BMP 7 12 10 83,33333333 100 96,56 96
BMP 8 11 10 90,90909091 100 97,19 88,28
BMP 9 10 10 100 100 96,13 92,65
BMP 10 10 9,6 96 100 97,17 90
AVG 95,84771105 98,381 95,637 89,169
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