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ABSTRACT Despite the fact that chaotic systems do not have very complex circuit structures, interest in
chaotic systems has increased considerably in recent years due to their interesting dynamic properties. Thanks
to the noise-like properties of chaotic oscillators and the ability to mask information signals, great efforts have
been made in recent years to develop chaos-based TRNG structures. In this study, a new chaos-based Dual
Entropy Core (DEC) TRNG with high operating frequency and high bit generation rate was realized using
3D Pehlivan-Wei Chaotic Oscillator (PWCO) structure designed utilizing RK5-Butcher numerical algorithm
on FPGA and ring oscillator structure. In the FPGA-based TRNG model of the system, 32-bit IQ-Math
fixed-point number standard is used. The developed model is coded using VHDL. The designed TRNG unit
was synthesized for Virtex-7 XC7VX485T-2FFG1761 chip produced by Xilinx. Then, the statistics of the
parameters of FPGA chip resource usage and unit clock speed were examined. The data processing time of
the TRNG unit was achieved by using the Xilinx ISE Design Tools 14.2 simulation program, with a high bit
production rate of 437.043 Mbit/s. In addition, number sequences obtained from FPGA-based TRNG were
subjected to the internationally valid statistical NIST 800-22 Test Suite and all the randomness tests of NIST
800-22 Test Suite were successful.

INTRODUCTION

The term chaos is used to describe the dynamic behavior
of simple dynamical systems, which appears to be complex
and very different from what was predicted (Akgul et al.
2016b; Tuna and Fidan 2018). The behavior of these systems
has a non-periodic property and can easily be confused with
random behavior (Akkaya et al. 2018; Rivera-Blas et al. 2019).
Chaotic systems are sensitive to initial conditions, complex
and irregular in appearance, and occur in deterministic non-
linear time-dependent systems (Dursun and Kasifoglu 2018;
Tuna et al. 2019a; Bonny and Elwakil 2018). Although chaotic
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systems do not have very complex circuit structures, since
they have interesting dynamical properties, the interest in
chaotic systems has been increased in recent years (Algin
et al. 2016; Koyuncu et al. 2019; Oztiirk and Kilic 2014). The
basic structure to be used in chaos-based engineering ap-
plications is a chaos generator that produces the necessary
chaotic signal (Adiyaman et al. 2020; Akgul et al. 2016a; Li
et al. 2005). Thus, secure communication, cryptographic and
random number generators, in which chaotic signals are
used as entropy sources, have been proposed (Taskiran and
Sedef 2020; Akgul et al. 2019; Benkouider et al. 2020; Bonny
et al. 2019).

Ring oscillators are the oscillators consisting of an odd
number of NOT gates connected cascade (Koyuncu et al.
2020). The output of each gate is connected to the input of
the next gate, and the output of the last gate is connected to
the input of the first gate. Ring oscillators generate a square
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wave having a frequency depending on the delay of the ring
(Koyuncu et al. 2020; Tuncer 2016). Therefore, the frequency
of the obtained square wave varies according to the static
and dynamic factors in the elements forming the ring. That
is, the frequencies of the signals produced by two equally
arranged oscillators will not be the same. This shows that
ring oscillators can be used to generate random bits that
differ in the frequencies of the signals they produce (Tuna
et al. 2019b). Most of the integrated circuit (I.C.) applica-
tions and Field Programmable Gate Array (FPGA) based
True Random Number Generators (TRNG) use the ring os-
cillator structures as the source of randomness (Kaya 2020;
Buchovecka et al. 2017; Garipcan and Erdem 2019; Yoo et al.
2010; Avaroglu and Tuncer 2020; Bonny and Nasir 2019).

Systems that do not have autocorrelation at their output
using hardware or software methods and produce numbers
that are statistically independent from each other are called
Random Number Generators (RNG) (Coskun et al. 2019;
Gupta et al. 2019; Prakash et al. 2020). These generators are
structures that can generate outputs at the level of random-
ness, where the next data cannot be predicted with the help
of previous data. Because of these features, RNG is used in
many different areas. TRNG is a device that produces a se-
quence of numbers such that they cannot be predicted. The
random numbers produced by TRNG is a safe method since
it is difficult to generate the same numbers. For this reason,
considerable efforts are being made in the field of develop-
ing hardware-based random number generation structures
with FPGA and general purpose microprocessors (Koyuncu
and Ozcerit 2017; Oztiirk and Kilig 2019). FPGA is a pro-
grammable integrated circuit (IC) whose internal structure
can be changed any number of time with respect to desired
function (Koyuncu and Ozcerit 2017; Alcin 2020). So, FPGA
is used for rapid prototype development. FPGA is com-
monly used nowadays because it presents great flexibility
in the design stage, and it has parallel processing capabil-
ity. The advantages of faster implementation and having
higher density, make FPGAs possible to implement complex
systems including numerical calculations. Programmable
FPGA chips have an important potential to improve infor-
mation security capacity in applications such as cryptology
and secure communication, which require high performance
and processing power, due to their high speed and capac-
ity (Hagras and Saber 2020; Alcin ef al. 2019; Koyuncu and
Seker 2019).

In the second part of the study, two and three dimensional
phase portraits obtained from the modeling of the 3D PWCO
system, one of the chaotic oscillators presented to the litera-
ture, using Runge-Kutta-Butcher algorithm (RK5-Butcher)
are presented. In the third chapter, Dual Entropy Core (DEC)
TRNG design using Ring and RK5-Butcher based PWCO on
FPGA and the results obtained from the design are given.
In the last part, the results obtained from the study are dis-
cussed.

CHAOS Theory and Applications

THE 3D PWCO SYSTEM

Chaotic systems are expressed using differential equations.
The differential equation for the continuous-time 3D PWCO
system is given in Eq. (1) (Koyuncu et al. 2014).

x=y(l—-2z2)
y=y(l+z)—ax (1)
z':uc—xy—yz

Here « is the system parameter for PWCO. The change
of this value greatly changes the dynamic behavior of the
system. In this study, « has been set to 2.1 for the PWCO
modeled using the RK5-Butcher algorithm. Initial condi-
tions are needed for the system to work. In this study, the
initial conditions for PWCO modeled by using the RK5-
Butcher algorithm are taken as x(0) = —3.9,y(0) = 0.90,
and z(0) = —4.1. Two-dimensional x —y,x — z,y — z and
three-dimensional x — y — z phase portraits for the PWCO
oscillator modeled using the RK5-Butcher algorithm are
presented in Figure 1.

Figure 1 2D a) x-y, b) x-z, ¢) y-z and d) x-y-z phase por-
traits of RK5-Butcher based 3D PWCO

PWCO AND RING BASED DEC TRNG ON FPGA

In this section, the DEC TRNG design, which is imple-
mented utilizing PWCO oscillator that created using Fifth
Order Runge-Kutta Butcher Algorithm (RK5-B) numerical
algorithm and Ring oscillator on FPGA, has been imple-
mented. The discretized mathematical model of PWCO
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using the RK5-Butcher algorithm is given in Eq. 2. Here, the
expansion of variables xy ... kg, A1 ... Ayand &1 ... {7 is
given in Eq. 3. Although the RK5-B has a similar structure
with the RK4 (Fourth Order Runge-Kutta Algorithm) algo-
rithm, this algorithm also produces more precise solutions
than the RK4 and Euler algorithms since it has fifth and
sixth order terms (Tlelo-Cuautle et al. 2015; Pano-Azucena
et al. 2018; Sambas et al. 2020).

x(k+1) = x(k) + g5Ah [7x1 (k) + 3213 (k) + 12K (k) + 325 (k) + 7xq (k)]
y(k+1) = y(k) + g5 A1 [7Aq (k) + 3275 (k) + 1244 (k) + 32A5(k) + 7A¢ (k)]

2(k+1) = 2(k) + g5 A [783 (k) + 323 (k) + 124 (k) + 3285 (k) + 76 (K)]
2)

k1 = f(x(k),y(k),z(k))
A = g(x(k),y(k),z(k))

xo = f(x(k) + §Ahxy, y(k) + JARA, z(k) 4+ JAREY)

Ao = g(x(k) + 3Ahy, y (k) + 1 AhA, 2(k) + ARG

Go = 8(x(k) + jAhey, y (k) + fARAY, 2(k) + §AhE:)

i3 = f(x(k) + g (A1 + 1), y (k) + §(AR(A1 + Ag), 2(k) + g (AR(E1 + o))

As = g(x(k) + §(Ah(x1 +K3), y (k) + 5 (AR(A1 + Ag), z(k) + §(AR(Z1 + &)

Ga = 0(x(k) + §(Ah(k1 +163), y(K) + g (Ah(A1 + Az, 2(K) + §(AR(E1 +E))

kg = f(x(k) — Ay + Ahics, y (k) — $AhA; + AhAg, z(k) — $ARE, + ARES)

Ay = g(x(k) — JAhKy + Az, y(k) — SAhA, + AhAg, z(k) — SARE, + Ahgs)

&y = 8(x(k) — 3AhKy + Ahxz, y(k) — AhAy + AhAz, z(k) — YARE, + AhEs)

x5 = f(x(k) + £ Ay + FxAhxg, y(k) + ZAMA + ARy, z(k) + S AhE + £ Ahy)

As = g(x(k) + & AhKy + fxAhxg, y(k) + £ AhAL + F5AhAg, z(k) + £ AhE) + 15 Ahy)

&5 = 6(x(k) + £ AhKy + Ay, y(k) + S AhAL + ARy, z(k) + £ AKE) + 15 Ahy)

k6 = f(x(k) — SAhKy + 2AhKy + 2 Ahiy — 2 Ahxy + 8Ahxs, y(k) + —3AhA; + 2AhA+
B AhAs — BAhAy + 8ARAs, z(k) — 3ARE, + 5AhE, + B AhZs — B AhE, + SAKEs)

A6 = g(x(k) — 2 Ahiy + 3AhKy + 2 Ahky — 2 Ahy + S Ahxs, y(k) + —3ARA + 2ARA +
LARA; — 2 ARAy + BANAs, z(k) — 3ARE, + 3AE, + B AKZs — 2 AhEs + SANEs)

&6 = 0(x(k) — SAhKy + 2AhKy + 2 Ahry — 12 Ahy + 8 Ahks, y(k) + —3ARAL + 2ARA+
RARA; — 2AnAy + 8ANAs, z(k) — 3ARE, + BARE, + 2 AKE; — 2 AhEs + S AREs)

®)
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The top level block diagram of the designed structure is
given in Figure 2. Random number sequences with high
throughput and high operating frequency obtained from
the proposed structure; they can be used in cryptography
and secure communication areas that require fast, secure
and intensive processing. The designed chaotic DEC TRNG
unit was synthesized for the Virtex-7 VC707 chip produced
by Xilinx, and the statistics of the parameters of FPGA chip
resource usage and the clock speeds of the units were an-
alyzed. The data processing time of TRNG units was ob-
tained using Xilinx ISE Design Tools 14.2 simulation pro-
gram.

DEC_TRNG

Clk DEC_Ready

Run DEC_TRNG_out

DEC_TRNG

Figure 2 The top-level block diagram of the FPGA-based
DEC TRNG design using Ring and RK5-Butcher based on
PWCO.

Figure 3 shows the block diagram of the proposed FPGA-
based DEC TRNG unit. RK5-Butcher-based TRNG unit
designed on FPGA consists of 5 parts: x3mux, PWKSrK5
oscillator, Quantization unit, Ring oscillator and Art unit. In
the design, the x3mux unit is basically a multiplexer (MUX)
structure developed for the control of the start signals re-
quired by the PWKSgK5 unit, which has 3 dependent vari-
ables.

Quantization process was realized by taking the last 23
bits of the fractional part of each 32-bit number in the fixed
point number standard produced by the fixed point number
based chaotic oscillator unit. The RN signals obtained from
the output of this unit are the signals that carry random
numbers. The sh signal indicates that random signals are
received from the unit output. These two signals are trans-
mitted to the ART unit. Post processing is applied for the
signals obtained here.

In the presented study, XOR process was applied as the
post process and the results obtained were sent to the out-
put of the system. The random numbers produced by the
ring oscillator and the random numbers produced by the
RK5-Butcher algorithm based PWCO-based TRNG unit are
subjected to XOR processing in the ART — PROCESSING
unit.

CHAOS Theory and Applications

In TRNG structures subjected to XOR process presented
in the literature, as a result of the XOR process, the bit pro-
duction rate is reduced by half. However, unlike the studies
presented in the literature, in the XOR process presented in
this study, since random numbers are generated from two
different sources and subjected to the XOR process, there
is no decrease in the bit production rate in the high speed
DEC TRNG using Ring and RK5-Butcher algorithm based
3D PWCO on FPGA design.

In Fig. 4, the third level block diagram of high speed
DEC TRNG using Ring and RK5-Butcher based on PWCO
on FPGA is presented.

Here, the structure of the PWKSRKS5 unit is given in more
detail. The PWKSRKS5 oscillator generates the chaotic sig-
nals that TRNG needs and transfers these values to 32-bit
Xout, yout and z,ut signals. When the chaotic oscillator pro-
duces an output, the 1-bit RNGgready signal becomes ”1”
and sends the values produced by the 3D PWCO to the
Quantization unit. All units used in these designs such as
multiplier, adder, and subtractor were created using the IP
Core generator developed with Xilinx ISE Design Tools.

FPGA-based DEC TRNG Design using Ring and RK5-
Butcher based on PWCO unit is synthesized and tested for
Xilinx Virtex-7 XC7VX485T-2FFG1761 FPGA chip. Figure
5. presents the test bench results for the FPGA-based DEC
TRNG design using Ring and RK5-Butcher based on PWCO
unit, whose code was written in VHDL.

FPGA-based DEC TRNG design using Ring and RK5-
Butcher based on PWCO unit has been synthesized and
then after the Place-Route processes, XC7VX330T-2-FFG-
1157 FPGA chip statistics have been obtained. As can be
observed from the chip statistics in the Table 1, the maxi-
mum clock frequency of the FPGA-based DEC TRNG design
using Ring and RK5-Butcher based on PWCO unit reaches
437.043 MHz.

As can be observed from the literature, it is necessary to
examine and to test the randomness and statistical proper-
ties of the random numbers produced by random number
generators (Rezk et al. 2019; Murillo-Escobar ef al. 2017). For
this purpose, various statistical tests developed in the liter-
ature are used. At this stage, the new chaotic DEC TRNG
developed on FPGA has been subjected to the NIST 800-22
statistical tests in order to be used safely in cryptographic
applications (Etem and Kaya 2020). This test itself consists
of 16 separate subtests. In order for the tested bit stream to
be accepted as successful, it must pass all tests successfully.
The orders in which the 16 tests in the NIST 800-22 test are
run is completely optional. However, the Frequency Test
is recommended to be applied first as it gives basic clues
about the existence of nonrandom regions in a sequence. If
this test fails, it is likely that other tests will also fail. The
most complex test in terms of time criteria is the Linear
Complexity test.
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Figure 3 The second level block diagram of the FPGA-based DEC TRNG design using Ring and RK5-Butcher based on
PWCO.

Table 1 The area utilization report of FPGA-based DEC TRNG design using Ring and RK5-Butcher based on PWCO
unit on Virtex-7.

Utilization for 7VX485TFFG1761-2 Device | Used | Available | Utilization %
Number of Slice Registers 85.763 | 607.200 14
Number of Slice LUTs 85.294 | 303.600 28
Number of fully used LUT-Flip Flop Pairs | 69.011 | 102.046 67
Number of Inputs/Outputs 4 700 1
Number of BUFG/BUFGCTRLs 1 32 3
Latency (ns) 702 - -
Min. clock period (ns) 2.288 - -
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Figure 4 The third level block diagram of FPGA-based DEC TRNG design using Ring and RK5-Butcher based on PWCO.
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Figure 5 The operation timing diagram of FPGA-based DEC TRNG design using Ring and RK5-Butcher based on PWCO
unit obtained from Xilinx ISE Simulator.

Table 2 TThe NIST test results of FPGA-based DEC TRNG design using Ring and RK5-Butcher based on PWCO unit.

NIST 800-22 Statistical Tests P-value Result
Frequency Test 0.80568 | Successful
Block Frequency Test 0.33645 | Successful
Runs Test 0.75218 | Successful
Longest Runs of One’s Test 0.834183 | Successful
Binary Matrix Rank Test 0.73924 | Successful

Discrete Fourier Transform (FFT) Test 0.48553 | Successful

Non-Overlapping Template Matching Test | 0.47564 | Successful

Overlapping Template Matching Test 0.26366 | Successful

Maurer’s “Universal Statistical” Test 0.67244 | Successful
Linear Complexity Test 0.21416 | Successful
Serial Test 1 0.33020 | Successful

Serial Test 2 0.68817 | Successful
Approximate Entropy Test 0.40933 | Successful
Cumulative Sums (Forward) Test 0.87979 | Successful
Random Excursions Test (for x=-3) 0.33195 | Successful

Random Excursions Variant Test (for x=3) | 0.28495 | Successful
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1 million bits of data were collected and saved in a file for
the system designed for testing. Then the bit file was sub-
jected to 16 tests in the NIST Test Suite and all the sequences
obtained were successful in all the randomness tests. In
this test, some parameters of the random bit stream to be
tested can be determined externally. P-value, which is one
of the most important parameters in these tests, is accepted
as a measure of the randomness of the random sequences
subjected to the test. If a P-value for a test is determined
to be equal to 1, then the sequence appears to have perfect
randomness. A P-value of zero indicates that the sequence
appears to be completely non-random. A significance level
(«) can be chosen for the tests. Typically, the, « is chosen
in the range [0.001,0.01]. For this study, « parameter has
been choosen as 0.01. As can be seen from the test results
in Table 2, since the P-value > 0.01, the obtained sequences
are accepted randomly.

CONCLUSION

This paper presents a novel FPGA based Dual Core TRNG
unit implemented in discrete time. In this direction, in the
first stage, 3D PWCO has been modeled with RK5-Butcher
numerical method and chaos analyses were performed by
examining the dynamic behavior of the systems. Then, the
PWCO was modeled on FPGA using the hardware descrip-
tion language as VHDL in accordance with the 32 bit IQ-
Math fixed point number standard. RK5-Butcher numerical
method was used in the modeling phase. The ring oscillator
and PWCO designs were harvested in the post processing
unit and the proposed TRNG design was implemented on
FPGA. The proposed TRNG is capable of producing a high
throughput of 437.043 Mbit/s after post-processing. Apart
from the studies presented in the literature, post- processing
has been performed without the decrease in the bit produc-
tion rate. In the last part, number streams acquired from
the presented TRNG unit have been applied to NIST 800-22
Test Suite. The test results have shown that the proposed
TRNG unit can be used in the cryptographic systems. In
addition, when this study is compared with other studies
and methods presented in the literature, it offers very suc-
cessful results in terms of both operating frequency and
throughput.
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