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Abstract

The number of devices connected to the Internet has increased with the development of Internet of Things
(10T) technologies. It is foreseen that this situation will increase daily, and the concept of the 10T will become
more popular. However, security vulnerabilities in 10T devices have not been eliminated, and these devices
are vulnerable to attacks because their resource-limited features increase security concerns. The security
problem of the Message Queuing Telemetry Transport (MQTT) protocol, which is widely used in the loT field,
is of great importance. In this study, a smart-home system application that provides communication between
devices using the MQTT protocol has been developed. A Man in the Middle (MitM) attack, which is one of
the first attacks that come to mind when it comes to privacy violation, was carried out, targeting data packets
between users with a temperature sensor used in the application.
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1. Introduction

IoT is a technology that allows any “thing” that can connect to the internet so that things communicate
(send/receive data) and work synchronously with other things [1]. With this definition, it would be incorrect to
limit 1oT devices to appliances, such as smart televisions or smartwatches. Printers, refrigerators, washing
machines, air conditioners, home heating systems, and many similar or different devices can be defined as loT
devices. With the development of technologies such as 10T, the use of the Internet is increasing; however, the
security of data sent and received via the Internet still poses a fundamental problem. According to analysts, the
use of loT technologies is expected to increase gradually, but owing to the security vulnerabilities of 10T devices,
many companies still worry and take extra caution when investing in this field. The use of 10T poses security
challenges [2]. Devices must communicate only with users that belong to them. Most devices do not have an
authentication interface to enter a username and password. However, authorization must be achieved. Every
device inan loT environment should have guaranteed security. These devices must be capable of remote updates.
The device and updates must be compatible. Furthermore, version control should be performed to prevent the
device from being downgraded from its current version to older versions.

Information security, including loT security, includes three main terms: confidentiality, integrity, and
availability [3]. Confidentiality aims to ensure that information is accessible only to authorized persons. Because
information is processed, stored, and shared, it must be protected. Integrity tries to prevent data corruption. These
corruptions can occur by changing the information, adding to the information, and deleting some or all of its
content. The goal of availability is to make information accessible to users anytime and for as long as they want.
As an illustration of a situation in which some of these security terms are violated: have a baby camera for parent
usage. This device can be a simple live tracking camera or a face analysis camera that uses artificial intelligence
and image processing techniques. It is assumed that the login information of the home Internet used by this device
for communication is captured by a malicious user. If the attackers are on the same network as the devices they
intend to attack, they can execute a Man in the Middle (MitM) attack. In this way, an attacker can view or alter
important data in network traffic. Therefore, confidentiality and integrity are violated.

*Corresponding author
SERHAT CELIK; Erciyes University, Faculty of Engineering, Department of Computer Engineering, Tiirkiye; e-mail: 1030510344@erciyes.edu.tr;
0000-0002-4717-1507

NESIBE YALCIN; Erciyes University, Faculty of Engineering, Department of Computer Engineering, Tiirkiye; e-mail: nesibeyalcin@erciyes.edu.tr;
0000-0003-0324-9111

SEMIH CAKIR; Zonguldak Biilent Ecevit University, Karadeniz Eregli Vocational School of Higher Education, Information Technology Security Program,
ltirkiye; e-mail: semih.cakir@beun.edu.tr; 0000-0003-3072-9532

An earlier version of this paper was presented at the ICADA 2023 Conference and was published in its Abstract Book (Title of the
conference paper: “MQTT Protokolii Tabanli IoT Sistemine Yonelik Saldir1 Uygulamasi ve Giivenlik”).

99


https://dergipark.org.tr/pub/jaida
mailto:1030510344@erciyes.edu.tr
https://orcid.org/0000-0002-4717-1507
mailto:nesibeyalcin@erciyes.edu.tr
https://orcid.org/0000-0003-0324-9111
mailto:semih.cakir@beun.edu.tr
https://orcid.org/0000-0003-3072-9532

Celik et al. / JAIDA vol (2023) 99-106

Many studies have been conducted to examine and secure 10T technologies. This research focuses on the
security of the Message Queuing Telemetry Transport (MQTT) protocol used in various I0T systems. In
particular, MQTT contains a limited number of security elements [4]. A new design for the MitM attack against
0T devices using MQTT is presented in [5]. Experiments have been conducted in a test environment containing
Mosquitto, Raspberry Pi, Pineapple, Wi-Fi, etc. The designed attack has successfully evaded various machine
learning-based intrusion detection models. The study shows how difficult it is for MiTM attacks to be detected
by traditional security defense mechanisms. In [6], the K-Nearest Neighbor approach has been adopted for attack
detection in MQTT-based I0T systems. A basic smart home system has been developed in that study. Attacks
have been conducted on a machine running Kali Linux and Wireshark has been used for packet listening on a
machine with Windows installed. A switch has been utilized to interact with the device. An access point has been
used for the communication of 10T devices, and a Raspberry Pi for control. Three different attacks have been
performed to test the security of MQTT and security measures have been recommended by Simsek and Atilgan
[7] for systems using the MQTT protocol. In [8], a lightweight authentication system has been proposed to provide
secure MQTT communication between IoT devices. The energy consumption and communication overhead have
been analyzed using the Cooja simulator for optimal performance. A machine learning approach has been
presented for an MQTT-based 0T platform in [9]. An attack is first carried out on the MQTT server of a smart-
home network. MitM attacks are added when an attack is observed on the Wireshark. The post-attack data and
MQTT dataset have been combined in a comma-separated value format. Training and test implementations have
been performed separately, and the results are recorded as accuracy, F1 score, and training and test times. The
authors in [10] have studied On-Off Attack (OOA) detection for loT devices in a Contiki—Cooja simulation
environment. Multilayer perceptron neural networks have been applied to improve the detection of OOA-based
attacks. A real network environment has been created to record the on/off status of each node. Incoming radio
messages have been captured simultaneously, and unstable conditions have been controlled. Varma and
UniKrishnan [11] have carried out some experiments to evaluate the payload of MQTT when exposed to a MitM
attack. ARP spoofing (via MitM attack) has been successfully conducted in the study. However, sniffing has failed
because the payload has been secured using the AES encryption algorithm. To make the MQTT protocol more
secure, it has been suggested that object-level security rather than Transport Layer Security (TLS) should be
considered.

This study addresses the importance of MQTT security for 1oT systems. The security requirements of loT
devices using MQTT have been discussed and the attack surface in 10T has been examined over the local network.
We have also developed an loT-based testbed with a particular focus on MitM attacks for MQTT security. So 10T
security awareness can be improved specifically for MQTT. The next section presents general information about
the MQTT protocol, and Section 3 provides details of the design and implementation of the testbed. The ARP-
spoofing-based MitM attack and an example scenario are presented in Section 4. The results of the attack are
discussed in Section 5, and the security risks and measures of MQTT are evaluated in the final section.

2. MQTT Protocol

The MQTT protocol [12] is a messaging protocol used for machine-to-machine communication. 10T is widely
utilized [4] as the application layer protocol in data exchange [13]. The main reasons why they are preferred by a
multitude of 10T devices [14], [15] are as follows.

» Resource efficiency: 10T devices do not consume a large amount of resources owing to their nature. Because
the MQTT protocol is also lightweight, it is suitable for use with loT devices. For example, an MQTT
message can be as small as two bytes.

» Dynamic scalability: The coding difficulty required for MQTT is minimal. In addition, built-in features
support 10T devices.

» Security: This allows message authentication with options such as OAuth, TLS, and personal certificates.

» Support: Many languages such as Python offer extensive library support for the MQTT protocol.

2.1. MQTT architecture

A publish/subscribe communication method is employed in the MQTT architecture. This publishing device is
called a publisher. Publishers transmit data to specific topics. Subscribed devices, known as subscribers, can
follow the content of a topic by subscribing to the topic. Figure 1 shows the basic structure of the MQTT
architecture.
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Figure 1. MQTT architecture.

The three key components in the architecture are the MQTT client, broker, and connection. MQTT clients can
be defined as any device that sends/receives data in the network using the MQTT protocol. If this device sends
data, it is referred to as the publisher. If it receives data by subscribing to a topic, it is called a subscriber. The
MQTT broker is responsible for managing the messages among different clients. It performs the tasks of
authorization, authentication, message filtering, and subscriber identification. Using an MQTT connection, clients
communicate with each other. First, any client sends a CONNECT message to the MQTT broker. When a
connection is established, the broker sends the CONNACK message to the client. Thus, clients communicate with
each other only through the broker. There is no direct connection between the two.

2.2. MQTT broker

Many commercial and open-source MQTT brokers are available on the market. In this study, HiveMQ [16]
has been used as the MQTT broker. The public HiveMQ MQTT broker offers some features (100 connectable
devices for free, 10 GB data limit, etc.) required to build MQTT applications. This supports the latest MQTT
version and fully managed cloud service. In addition, users can be created in this service, and their identities can
be determined. User manuals and other documentation are available for multiple development environments
including Arduino, NodeMCU, Raspberry Pi, and Python.

3. MQTT-Based loT Platform

A smart home system has been developed as a testbed for the practical evaluation of 10T security. The software
and hardware requirements for the design and implementation of a smart-home system are detailed in this section.

3.1. Software

Arduino IDE, Fritzing, Wireshark, hARPy, and ARPspoof are used in the application testbed.

» The code written in C++ using the Arduino IDE is permanently loaded into the NodeMCU device memory.

« Fritzing is a tool for drawing hardware connections.

» The Wireshark software has been used as a network monitoring tool in this study. Wireshark is a free and
open-source software for monitoring and listening/sniffing network traffic.

» hARPy is a tool developed in Python for active and passive Address Resolution Protocol (ARP) scanning.
In this manner, the Internet Protocol (IP) addresses of the devices in the current network and their
corresponding Media Access Control (MAC) addresses can be learned.

» ARPspoof is a tool for performing MitM attacks using the ARP poisoning technigue in Python.

3.2. Hardware

The NodeMCU development kit, DHT11 humidity and temperature sensor, and HC-SR04 ultrasonic distance

sensor shown in Figure 2 are used to develop the 10T platform.

* NodeMCU V3 ESP8266 ESP-12F Development Kit: Unlike Arduino devices, the NodeMCU is a
development kit that allows developers to connect to the Internet with the built-in ESP8266 WiFi module.
In addition, it is preferred, particularly in 10T applications, owing to its lower power consumption.

» DHT11: A Digital Humidity and Temperature (DHT) sensor is used to obtain the temperature information
of the environment and is ideal for long-term use. The temperature measurement range is between 0-50 °C
degrees, and the measurement accuracy is acceptable [17].

» HC-SR04 Ultrasonic Distance Sensor: It is utilized to measure the distance of the target with the ultrasonic
sound waves it emits. With a minimum range of 2 cm and a maximum range of 400 cm, this sensor can
measure with an accuracy of 3 mm [18].
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Figure 2. (a) NodeMCU, (b) DHT11, (c) HC-SR04.

3.3. Application Testbed

To prepare the 10T environment, first, the access point setting is made so that the devices can communicate
with each other via an Internet connection. The IP address of the default gateway is set at 192.168.43.1. The
ESP8266 module is set as the publisher to share the information it receives from the temperature sensor and
ultrasonic distance sensor with the MQTT protocol, and its IP address is determined as 192.168.43.229. The IP
address of the computer with the Lubuntu Linux operating system used for the MitM attack is 192.168.43.10. This
computer was also used to monitor the network traffic during an attack using the Wireshark tool. Figure 3 shows
a representative view of the loT platform obtained as a result of these adjustments.

Figure 3. Fritzing sketch of hardware connections.

4. ARP Spoofing Based MitM Attack

A publisher/subscriber model is used by MQTT to enable messaging between devices. However, its protocol
design has many security risks such as denial of service, poisoning, sniffing, tampering, MitM, elevation of
privileges, and spam [4], [8]. A MitM attack is a cyberattack type that is possible if malicious users are on the
same network as the devices they will attack. Multiple techniques can be used to carry out these attacks. ARP
poisoning is one of these techniques. This section contains details on how the ARP works, the ARP poisoning
technique, and how this technique is applied.

4.1. ARP

Before devices can communicate with other devices on the same network, they require their MAC addresses
as well as their IP addresses. To accomplish this, the current device sends a who-is (request) packet to the other
device that it wants to communicate with [19]. For example, if the device asks, “I am 192.168.0.1 and my MAC
address is AA-BB-AA-11-11-11, what is the MAC address of the device 192.168.0.5?”. After this request, the
device that receives the message sends an is-at (response) packet. As shown in Figure 4, the device says “I am
192.168.0.5, and my MAC address is AA-BB-AA-55-55-55.
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Figure 4. ARP communication process.

The process normally occurs in this example according to the definitions in the protocol. However, ARP is a
vulnerable protocol, based on its nature. Because during the sending of these packets, it is not verified whether
the incoming packets come from the original owner. Thus, ARP poisoning can be performed using this
vulnerability.

4.2. ARP Poisoning

To perform MitM attacks with ARP poisoning [20]

a) The attacker sends a request packet to the victim device, meaning “I am the modem” as if the modem’s
MAC address is its own.

b) The attacker sends a response packet to the modem that shows the MAC address of the victim device as if
itis its own MAC address, meaning “l am a trusted device.”

c) Thus, the attacker becomes a man in the middle between the modem and the victim, and the traffic between
these two devices flows over itself.

4.3. Attack Scenario

Before performing the attack, some setups are required on the Lubuntu Linux device used as the attack
machine. The ARP discovery tool, hARPy, should be installed in the system to learn more about the devices
connected to the network. To collect more detailed information about the network after an attack, Wireshark
should be installed on the system. In addition, for the attack to be successful, the packets must be able to flow
through the attack machine. IP forwarding must be implemented for this purpose. Following the completion of
these preparations, a network scan is performed with hARPY for the MAC address information of the NodeMCU
publisher that will be targeted by the attack. The data obtained as a result of the scanning is listed in Table 1.

Table 1. IP and MAC address information of the devices before the attack.

Address NodeMCU Access Point Lubuntu Linux
IP 192.168.43.229 192.168.43.1 192.168.43.10
MAC F4-CF-A2-XX-XX-XX D8-5B-2A-XX-XX-XX CO0-4A-00-XX-XX-XX

ARPspoof has been used to perform the attack [21]. After this attack, it is aimed to get the MQTT topic, which
contains important data. As with the network used in this application, the MQTT topic can be learned if the traffic
is unencrypted. Figure 5 depicts the attacker’s position on the 10T platform in the case of a successful attack.
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Figure 5. The position of the attacker in the MitM attack.

5. Results and Discussion

Table 2 presents the changes in device information after the attack. The MAC address of the Lubuntu Linux
attack device remained the same, the MAC addresses of the NodeMCU publisher device and the access point are
the same as the MAC address of the Lubuntu Linux device.

Table 2. IP and MAC address information of the devices after the attack.

Address NodeMCU Access Point Lubuntu Linux
IP 192.168.43.229 192.168.43.1 192.168.43.10
MAC CO0-4A-00-XX-XX-XX CO0-4A-00-XX-XX-XX CO0-4A-00-XX-XX-XX

While the attack is in progress, it can be seen that the network traffic can be monitored using Wireshark. Figure
6 shows that the MQTT topic can be discovered by the attacker.

v MQ Telemetry Transport Protocol, Publish Message
» [Expert Info (Note/Protocol): Unknown version (missing the CONNECT packet?)]
v Header Flags: ©x3@, Message Type: Publish Message, QoS Level: At most once delivery (Fire and Forget)
0011 .... = Message Type: Publish Message (3)

®
"

DUP Flag: Not set

@
@
[l

QoS Level: At most once delivery (Fire and Forget) (@)

....... @ = Retain: Not set
Msg Len: 33
Topic Length: 24
Topic: home/kitchen/temperature

Message: 32362e37303030

Figure 6. MQTT topic obtained by MitM attack.

The MQTT message can be found following the Transmission Control Protocol flow. For instance, as can be
seen in Figure 7, the temperature information is 26.7000 °C.

0!..home/kitchen/temperature26.7008@!..home/kitchen/temperature26.7000!..home/kitchen/temperature26.7008!..home
/kitchen/temperature26.7008!..home/kitchen/temperature26.70808!..home/kitchen/temperature26.7008!..home/kitchen/

temperature26.7000! . .home/kitchen/temperature26.70080! ..home/kitchen/temperature26.7000....0!..home/kitchen/

+emperature?6.7000! . _homa/kitchen/temnerature?6.7000! . _home/kitchen/temnerature?s. 7000 home/kitchen/

+emperature?6 . 7000 B! home/kitchen/temperature?6.706008! . _home/kitchen/temperature?6.7008! . home/kitchen/

Figure 7. Temperature information obtained by MitM attack.
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Various precautions must be taken in advance to prevent attackers from succeeding with such an ARP attack.
Some of these measures are given below:

All MAC addresses (on a home or enterprise network) can be statically mapped to their original IP
addresses. This is quite effective in preventing ARP poisoning attacks but can be very workload-intensive.
Because it requires manual updating of ARP tables for all computers after any changes are made to the
network.

ARP messages cannot be processed beyond a local subnetwork. Therefore, focusing important resources
on a dedicated network segment that is well-segmented and has enhanced security may make the network
less susceptible to ARP cache poisoning.

Various software has been developed to observe suspicious IP and MAC matches on a network, for
example, Arpwatch and X-ARP. These tools constantly monitor the network and can alert administrators
if they detect any signs of an ARP attack. However, they can occasionally produce false positive results.
Considering this possibility, the settings should be customized if necessary.

Traffic can be encrypted. Although encryption does not technically prevent an ARP attack, it can reduce
the potential damage. Connections encrypted with SSL/TLS will serve to defeat attackers' purposes.

If data is protected by encryption, when an attack occurs the resulting data will appear as encrypted text in the
“Encrypted Application Data” section. Figure 8 shows that the data obtained as a result of the attack is encrypted.

» Transport Layer Security

v TLSv1.2 Record Layer: Application Data Protocol: mqgtt

Content Type: Application Data (23)
Version: TLS 1.2 (0x@303)
Length: 8@

Encrypted Application Data: b880302bfbddbff923ed58c647bedb86al7d49ad9e4155F200c9fe392b6d7365c2944374..
[Application Data Protocol: mqtt]

Figure 8. Encrypted data obtained as a result of a MitM attack on a secure network.

6. Conclusion

This study focuses on the MQTT protocol and a case study has been conducted on the MitM attack. MitM
attack is a powerful attack type and can cause serious damage that is hard to detect by typical defense mechanisms.
In networks that lack security measures, the confidentiality of data can never be fully assured. Some precautions
and counteractions to be taken to protect against this attack, including transport layer and application layer security
are given as follows:

The firewall must be active and updatable.

Whenever possible, only devices that are on the whitelist should be allowed to join the network.

By default, the MQTT protocol does not require a connection using a username and password. For this
reason, it must be mandatory to establish a connection with a username and password.

The current, most up-to-date version of the MQTT protocol should be preferred.

MQTT brokers let clients create their own rules. Some of these rules are: publish only, subscribe only,
publish only on a specific topic, and subscribe only on a specific topic. In this way, even if unauthorized
users know about the MQTT topic, they will not be able to take any action because they are not authorized.
Traffic should be encrypted using TLS technology. The HiveMQ service has explained how to implement
certificates on NodeMCU devices. To achieve this, Distinguished Encoding Rules (DER) files are created
via the Privacy Enhanced Mail (PEM) texts provided by the “Mozilla Trusted Certificate Authorities” page.
PEM texts are simply Base64-encoded DER files. A DER file to be obtained in this way can be uploaded
to the NodeMCU device, and the connections can be encrypted.

Encrypting payload data is the best option to secure MQTT. TLS must be offered to ensure the integrity of
MQTT data and to prevent attacks on MQTT nodes. In addition, machine learning and blockchain technologies
present promising solutions to deal with the MQTT security issues.
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